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Abstract

1 Researchoninformationembeddingandparticularlyinformationhidingtechniqueshasreceivedconsiderable

attentionwithin thelastyearsdueto its potentialapplicationin multimediasecurity. Digital watermarking,which

is an informationhiding techniquewherethe embeddedinformationis robustagainstmaliciousor accidentalat-

tacks,mightoffer new possibilitiesto enforcethecopyrightsof multimediadata.In this article,thespecificcaseof

informationembeddinginto independentidenticallydistributed(IID) dataandattacksby additive white Gaussian

noise(AWGN) is considered.The original datais not available to the decoder. For Gaussiandata,Costapro-

posedalreadyin 1983a schemethattheoreticallyachievesthecapacityof this communicationscenario.However,

Costa’s schemeis not practical.Thus,severalresearchgroupshave proposedsuboptimalpracticalcommunication

schemesbasedon Costa’s idea. The goal of this artical is to give a completeperformanceanalysisof the scalar

Costascheme(SCS)which is asuboptimaltechniqueusingscalarembeddingandreceptionfunctions.Information

theoreticboundsandsimulationresultswith state-of-the-artcodingtechniquesarecompared.Further, reception

afteramplitudescalingattacksandtheinvertibility of SCSembeddingareinvestigated.
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I . INTRODUCTION

ESEARCHon informationembeddinghasgainedsubstantialattentionduringthelastyears.This

is mainly dueto the increasedinterestin digital watermarkingtechnologywhich potentiallycan

solve copyright infringementsanddataintegrity disputes.Digital watermarkingis consideredasthe im-

perceptible, robust,secure communicationof informationby embeddingit in andretrieving it from other

digital data.Thebasicideais thattheembeddedinformation– thewatermarkmessage– travelswith the

multimediadatawherever thewatermarkeddatagoes.Over thelastyears,many differentwatermarking

schemesfor a large variety of datatypeshave beendeveloped. Most of the work considersstill image�
submittedto: IEEETransactionsonSignalProcessing,SpecialIssueon: SignalProcessingfor DataHiding in Digital Media

& SecureContentDelivery
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data,but watermarkingof audioandvideodatais popularaswell. Theoreticallimits of digital watermark-

ing have beeninvestigatedsinceabout1999[1], [2], [3]. In general,watermarkembeddingtechniques

andattacksagainstwatermarkshave to bedesignedspecificallyfor certainhostdatatypes.A particularly

interestingcaseis thatof independentidenticallydistributed(IID) hostdataandattacksby additivewhite

Gaussiannoise(AWGN).Theanalysisof morecomplicatedscenarioscanoftenbeascribedto thisspecial

case[4], [5], [6].

In this paper, we focuson informationembeddinginto IID hostdatafacingAWGN attacks.Through-

out the paper, we denotethe investigatedscenarioasa watermarkingscenario.However, it shouldbe

emphasizedthat AWGN is not the optimumattackagainstembeddedwatermarksfor all typesof host

data. Thus, informationembeddingmight be a morecorrectterm thandigital watermarking, sincethe

robustnessrequirementis weakenendto robustnessagainstAWGN. We furtherconstrainthediscussion

to blind reception, meaningthatthedecoderhasnoaccessto theoriginal data.

Fig. 1 depictsa block diagramof theconsideredblind watermarkingscenario.A watermarkmessage� is embeddedinto IID original data � of power � �� to producethewatermarkeddata � . Thedifference�	� ��
�� is denotedthe watermarksignal. Here,we consideronly embeddingtechniquesgiving a

zero-meanwatermarksignal � with power limited to � � 
 . Next, AWGN � of power � � � is addedto the

watermarkeddata� . Thisprocess,denotedAWGNattack, producestheattackeddata � . Theattackeddata� is identicalto thereceiveddata � , which is input to thewatermarkdecoder. Theembeddingprocessand

decodingprocessis dependenton thekey
�

to achieve securityof the communication.Usually, a key

sequence� with thesamelengthas � is derivedfrom thekey
�

. In thispaper, � ,� , � , � , and � arevectors

of identicallength ��� , and ��� ,��� , ��� ,��� , and ��� referto their respective  th elements.Randomvariables

arewritten in Sans Serif font, e.g., ! for ascalarrandomvariableand " for avectorrandomvariable.
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Fig. 1. Blind watermarkcommunicationfacinganAWGN attack

Watermarkcommunicationasshown in Fig.1canbeconsideredascommunicationwithside-information

at theencoder. This hasbeenfirst realizedin 1999by ChenandWornell [7] andCox,Miller andMcK-
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ellips [8]. ChenandWornell introducedan importantbut almostforgottenpaperby Costainto thewa-

termarkingcommunity. Costa[9] showedtheoreticallythat thechannelcapacityfor thecommunication

scenariodepictedin Fig. 1 with anIID Gaussianhostsignal � is%'&)(�* �,+-/.10�2 � 3 +54 � � 
� � �7698 (1)

independentof � �� . Thesuffix “ICS” standsfor idealCostascheme, andis usedhereto distinguishthe

theoreticalperformancelimit from thatof suboptimalschemesdiscussedbelow. Theperformanceof ICS

dependssolelyon thewatermark-to-noisepower ratio :<;>= � +@? .10�2BADCFE � � 
7G � � ��H>I JBKML . Theresult(1) is

surprisingsinceit shows that the original data � neednot be consideredasinterferenceat the decoder

althoughthe decoderdoesnot know � . Costapresentsa theoreticschemewhich involves a random

codebookNPORQ which is

N O Q � SUTWVX�Y�ZV 4\[ � V^]>_a`bS + 8 - 8@c@c@cd8 �feMg 8hjilk E ? 8 � � 
Wm O Q H 8 " ilk E ? 8 � ��dm O Q H g 8 (2)

where � and � are realizationsof two � � -dimensionalindependentrandomprocessesh and " with

Gaussianprobabilitydensityfunction(PDF). �7e is thetotalnumberof codebookentriesand m O Q denotes

the ��� -dimensionalidentity matrix. For securewatermarking,thecodebookchoicemustbe dependent

on a key
�

. Thereexistsat leastonesuchcodebooksuchthatfor ���onqp thecapacity(1) is achieved.

Notethattheoptimumchoiceof theparameter[ dependson the :<;r= andis givenby

[fs&)tvu � � � 
� � 
 4 � � � � ++M4<+@?Rwyx'z|{7} ~@����� ADC c (3)

TheidealCostascheme(ICS) is not practicaldueto the involvedhugerandomcodebook.Therefore,

several suboptimalimplementationsof ICS have beenproposedsince1999. A naturalsimplification

of ICS is the usageof a structuredcodebookNPORQ , which in the mostsimplecasecanbe constructed

by a concatenationof scalaruniform quantizers.This approach,constrainedto a sample-wise(scalar)

embeddingandextractionrule, is denotedin this articleasscalarCostascheme(SCS).Theaccurateand

completeperformanceanalysisof SCSis themaintopic of thispaper.

BeforediscussingSCS,we give a brief review of relatedresearchon the implementationof Costa’s

scheme. Chenand Wornell developedin 1998 quantizationindex modulation(QIM) which provides

goodperformancefor low channelnoise,but is not robust for channelconditionswith � � �b� � � 
 [10],

[1]. In 1999,they improvedtheQIM ideausingCosta’s approachandnamedthenew schemeQIM with

distortion compensation(DC-QIM) [11]. Most of the work of ChenandWornell concentrateson high
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dimensionalembeddingtechniqueswherethedimensionalitytendsto infinity. Thisapproachenablesthe

analyticalderivation of performancebounds.However, little is saidabouttheperformanceof currently

implementableschemes.Further, simulationresultsusingstate-of-the-artchannelcodingtechniquesare

not provided. ChenandWornell alsodiscussa simplificationof DC-QIM wherethe indexed quantizers

arederived via ditheredprototypequantizes.This techniqueis investigatedparticularlyfor the caseof

uniform scalarprototypequantizers,which is denotedasdistortioncompensateddither modulaton(DC-

DM). ChenandWornell presenta coarseperformanceanalysisof DC-DM that is basedon minimum-

distanceargumentsandthevariancesof thewatermarkandtheattacknoise.However, thespecificshape

of the involved PDFsof the transmittedandreceived signalsarenot modelledaccuratelyso that tight

performancelimits cannotbecomputed.

RamkumarandAkansu[12], [13], [14], [15], [16] proposea blind watermarkingtechniquebasedon

periodicembeddingandreceptionfunctionsfor self-noisesuppression(hostsignal interferencereduc-

tion). In particularlow dimensionalversionsof this approach,e.g.,with scalarembeddingandreception

functions,arecloselyrelatedto suboptimalimplementationsof Costa’s scheme.RamkumarandAkansu

considerduringtheir analysisa propermodellingof thePDFsof thetransmittedsignals.However, their

analysisof the receiver performanceinvolves approximationsthat areonly valid if adjacentcodebook

entriesfor identicalmessagesare far from eachother. This assumptionis not valid for a large range

of practicallyrelevant :Y;>= s. Further, RamkumarandAkansupresenta capacityanalysisbasedon an

equivalentnoisevariancederived from the PDFsof the transmittedsignal. This analysisis a goodap-

proximationonly for low :<;r= s. For high :Y;>= s, evaluationof thepresentedcapacityformularesults

in valuesabove the Shannonlimit. Nevertheless,it shouldbe emphasizedthat certainversionsof the

techniqueproposedby RamkumarandAkansushow goodperformanceparticularlyfor very low :<;>= s.

SCSoutperformstheirapproachin therangeof typical :<;>= sonly slightly [17].

Chouet al. [18] exploit theduality of communicationwith side-informationat theencoderto source

coding with side-informationat the decoderto derive a watermarkingschemebasedon trellis-coded

quantization.This work canbeconsideredasanextensionof theresearchon practicalimplementations

of Costa’sschemein thedirectionof highdimensionalembeddingandreceptionrules.However, research

in thisdirectionis difficult andlittle progresshasbeenmadewithin thelastyears.Up to now, performance

resultsthatarebetterthanthe theoreticalcapacitylimit of ST-SCSpropose(seeSec.V) have not been

published.Latestresultsby Chouet al. [19] show at leasta slight improvementof turbo codedtrellis-

basedconstructionsover simpleSCScommunicationusingcodedmodulationtechniques.Notealsothat



IEEETRANSACTIONSON SIGNAL PROCESSING,VOL. XX, NO. Y, MONTH 2002 5

SCScommunicationmight still remainattractive dueto its simplicity even if superiorperformanceof

highdimensionalembeddingtechniquescanbeshown in future.

Notealsothatprinciplesof Costa’swork oncommunicationwith sideinformationhaverecentlygained

someattentionwithin multiusercommunications[20], [21], [22].

The goal of this paperis to summarizetheoreticaland experimentalresultson the performanceof

the practicalSCSembeddingandreceptiontechnique.An accurateperformanceanalysisis basedon

properlyderivedPDFsof thetransmittedandreceiveddata.Further, acomparisonof theperformanceof

state-of-theart codingtechniqueswith theoreticalperformancelimits is given. In Sec.II, SCSis derived

formally andtheencodinganddecodingprocessis outlined. Theoreticalperformancelimits of SCSare

derivedin Sec.III. Experimentalresultsfor SCScommunicationathighrates(low noisepower)aregiven

in Sec.IV. Sec.V discussesSCScommunicationat low rates,which is particularlyimportantfor robust

digital watermarking.Sec.VI discussesthe importantextensionof theAWGN attackto an attackwith

additionalamplitudescaling.An efficient algorithmfor theestimationof suchamplitudescalingattacks

is presented.Finally, theinvertibility of SCSwatermarkembeddingis investigatedin Sec.VII, which is

of interestif thedistortionintroducedby watermarkembeddingshouldbe reducedor evenremovedby

thelegaluserof awatermarkeddocument.

I I . SCALAR COSTA SCHEME

For a practicalimplementationof Costa’s scheme,theusageof a suboptimal,structuredcodebookis

proposed,while leaving the main conceptof Costa’s schemeunchanged.Besidesbeingpractical,the

developedschemeis independentfrom thedatadistribution. Thispropertycanbeachievedfor aproperly

chosenembeddingkey sequence� [5], [6]. Whenno key is used,a reasonablysmoothPDF � � E � H and� ���� � � 
 8 � � � mustbe assumed.To obtaina codebookwith a simplestructure,N O Q is chosento be a

productcodebookof dithereduniform scalarquantizers,which is equivalentto an � � -dimensionalcubic

lattice[23].

A. SCSEncoder

First, the watermarkmessage� ��� , where � is a binary representationof � , is encodedinto a

sequenceof watermarkletters � of length ��� . The elements��� belong to a � -ary alphabet� �S ? 8 + 8@c@c@c�8 �,
 + g . � -ary signalingdenotesSCSwatermarkingwith an alphabet� of size � ��] � ] .
In many practicalcases,binarySCSwatermarking( ��� ` � ��S ? 8 + g ) will beused.

Second,the ��� -dimensionalcodebookNPORQ of Costa’s schemeis structuredasa productcodebook
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N O Q � N Ar� N A����@�@��� N A of ��� one-dimensionalcomponentcodebooksN A , whereall component

codebooksare identical. For � -ary signaling,the componentcodebookN A mustbe separatedinto �
distinctpartssothat N A � N ACP� N AA�� �@�@� � N A� � �@�@� � N A� w A c (4)

ThecodebookN A is chosento beequivalentto therepresentativesof ascalaruniformquantizerwith step

size [7� G � , which is formally denotedas

N A ���>� �<_ [7�¡4 �� [f��¢¢¢¢ �
` � 8 _a`¤£o¥ c (5)_ enumeratesall quantizerrepresentativesof a prototypescalarquantizerwith stepsize [7� , and � intro-

ducesashift of theprototypequantizer. The � th sub-codebookof N A is givenby

N A� �¦�>� �<_ [7��4 �� [f� ¢¢¢¢
_§`¨£o¥ 8 (6)

sothateachsub-codebookis equivalentto therepresentativesof ascalaruniformquantizerwith stepsize[f� .

A simpleandefficientencryptionmethodfor theSCScodebookis thederivationof acryptographically

securepseudo-randomsequence� from thewatermarkkey
�

, with �F� ` I ? 8 + H , andthemodificationof

eachcomponentcodebooksothat

N A E �F� H � � � � � E _ 4 �F� H [f��4 � �� [f� ¢¢¢¢ �F� ` � 8 _f`¤£
¥ c (7)

Without knowing � , it is practicallyimpossibleto reconstructthecodebookN O Q E � H usedfor watermark

embedding.Notethatthepresentedencryptiondoesnotmodify any codebookpropertiesbeingimportant

for communicationreliability, e.g.,thedistancebetweendifferentcodebookentries.

For a Costa-typeembeddingof thewatermarkletters � a jointly typical pair E T C 8 � H hasto befound,

which is equivalent to finding a sequence© �ª� G [ � E T C G [ H 
�� which is nearlyorthogonalto � .

This searchcanbe consideredalsoasquantizationof � with an ��� -dimensionalquantizer, whereeach

quantizerrepresentative is derivedfrom thecodebookentriesT«` NPORQ via T G [ . Weproposeaschemein

thatthisprocessis reducedto thesample-wiseoperation¬ � � ­¯® � ���o
 � 3 �F�� 4 ��� 6 ¥
 3 �|��
 � 3 �F�� 4 �F� 6�6 8 (8)
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where ­�®¤S � g denotesscalaruniform quantizationwith stepsize � . Finally, the transmittedwatermark

sequenceis givenby �°�±T C 
 [ � � [ © 8 (9)

andthewatermarkeddatais � � � 4 �²� � 4l[ © c (10)

A block diagramof the presentedwatermarkembeddingschemeis depictedin Fig. 2. Fig. 3 shows

an exampleinput-outputcharacteristicfor [ � ? c´³ . The embeddingof �F� ` � canbe expressedas

subtractive ditheredquantization,where � E �F� 4 ��� G � H is thedithersequenceand � is thestepsizeof

theuniform scalarquantizer. Notethatthequantizationerror © andthusalso � , is almostorthogonalto

thequantizerinput � for analmostuniform original dataPDFin therangeof onequantizationbin. For

thegivencodebookencryptionby auniformly distributedkey sequence� , it canevenbeshown [24], [25]

that © and � arestatisticallyindependentfrom � , asit is in Costa’s idealscheme.Further, thepower of

thequantizationerroris alwaysE µy¶ �F· � � � G + - for thegivendistribution of thekey sequence.

SCSembeddingdependson two parameters:thequantizerstepsize � andthe scalefactor [ . For a

givenwatermarkpower � � 
 , theseparametersarerelatedby

[ � � � 

E S ¶ � g �¹¸ + - � � 
� � � � 
Wº + -� c (11)

Costa[9] determined[ s&)(B* , asdefinedin (3), to be theoptimumvalueof [ for thecodebook(2). For a

suboptimalcodebook,e.g.,theproductcodebookof scalaruniformquantizersusedin SCS,theoptimum

value of [ can be different. However, no analyticalsolution hasbeenfound yet. In Sec.III-C, the

optimumvaluefor [ in SCSdependingon the :<;r= is computednumerically.

B. SCSDecoder

SCSdecodingisverysimilarto thedecodingprocessin ICS,exceptthattheproductcodebookN O Q E � H �N A E � C H � N A E � A H �»�@�@�¼� N A E � O Q w A H , with N A E ��� H asin (7), is used.Treatingthiscodebookasaquantizer,

thedecoderactsasif it quantizesthereceiveddata � � � 4 � 4 � to theclosestcodebookentry. From

this view of the decodingprocess,a soundinterpretationof the encodingprocessresults:The encoder

perturbstheoriginaldata� by � to form thetransmitteddata� � � 4 � sothat,with highprobability, �
will fall into thecorrectlyindexedquantizationbin. Simplehard-decisiondecodingof the  th watermark

letter �F� is achievedby scalarquantizationof �¼� with N A E �F� H .
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Fig.2. SCSwatermarkembeddingof thewatermarkletter ÂUÃ , encryptedwith key ÄUÃ , into theoriginaldataelementÅ Ã .
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Fig. 3. Input-outputcharacteristicfor SCSembedding( Ë�Ì9ÍFÎ ÏFÐÑÂ Ã Ì9ÍFÐ@Ä Ã Ì�Í ).
In general,thedecodingreliability canbeimprovedby decodinganentirewatermarklettersequence

#� ,

wheretheknown encodingof � into � canbeexploitedto estimatethemostlikely
#� , or equivalently, to

estimatethemostlikely watermarkmessage#� . Thesimplecodebookstructureof SCScanbeexploited

to efficiently estimate
#� . First, data Ò is extractedfrom the received data � . This extraction process

operatessample-wise,wheretheextractionrule for the  th elementisÓ � �¦­¯®¨S �¼�'
9�F� � g�
 E ���o
9�F� � H c (12)
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For binarySCS, ] Ó � ]ÕÔ � G - , where Ó � shouldbecloseto zeroif �F� � ? wastransmitted,andclosetoÖ � G - for �F� � + . Second,dependingon thetypeof errorcorrectionencodingof � , soft-inputdecoding

algorithms,e.g.a Viterbi decoderfor convolutionalcodes,canbeusedto decodefrom Ò themostlikely

transmittedwatermarkmessage#� .

C. QuantizationIndex ModulationandDither Modulation

Quantizationindex modulation(QIM), asdescribedin [10], [26] is a specialcaseof Costa’s scheme,

where [ � + regardlessof the :Y;>= . As a result,QIM canachieve the capacityof ICS asthe :<;r=
tendsto infinity. However, for � � �/� � � 
 which is relevantin watermarkingapplications,reliablecommu-

nicationis difficult sincethequantizercellsaretoosmall.Dithermodulation(DM) with scalarprototype

quantizers,asdescribedin [10], [26], relatesto a generalQIM schemelike SCSrelatesto anidealCosta

scheme.Note that throughoutthis paperDM is alwaysconsideredto operatewith uniform scalarpro-

totypequantizers.Then,DM canbe considereda specialcaseof SCS,where [ � + regardlessof the:<;r= . Since [ is optimizedin SCSfor each:Y;>= (seeSec.III-C), SCScannever performworsethan

DM. In [11], [27], ChenandWornell discusstheextensionof QIM usingCosta’s ideas,anddenotethe

derived schemeasQIM with distortioncompensationwhich is basicallyCosta’s schemedescribedin a

differentway.

I I I . THEORETICAL PERFORMANCE ANALYSIS

Theperformancelossof SCScomparedto ICS,anda performancecomparisonof SCSandDM is of

interest. Further, the optimizationof the parameter[ in SCSis desired.Performanceis consideredin

termsof the watermarkcapacityof the specificschemesin caseof an AWGN attack. The basisfor an

accurateperformanceevaluationarestochasticmodelsfor thewatermarked data � andfor theextracted

data Ò . With thesestochasticmodels,the capacitiesof SCSand DM in caseof AWGN attacksare

computed.Thecapacitycomputationfor SCSinvolvestheoptimizationof theparameter[ .

A. Distribution of WatermarkedData

Due to the simple codebookstructurein SCSandDM, the sample-wiseembeddingand extraction

procedure,andtheIID originaldata,� canbeconsideredarealizationof anIID stochasticprocess× with

the PDF �|Ø E � H . For performanceevaluationof the consideredwatermarkingschemes,the conditional

PDFs�|Ø E � ] � 8 � H for all � ` � arerequired.Conditioningon thekey � is necessarysinceotherwisethe

key hidesany structureof the watermarked data. For simplicity, � � ? is assumedfor the presented



IEEETRANSACTIONSON SIGNAL PROCESSING,VOL. XX, NO. Y, MONTH 2002 10

illustrations.

SCSandDM arebasedonuniformscalarquantizationwith stepsize � . It is assumedthatthehostdata

is almostuniformly distributedover therangeof severalquantizerbins.Thisassumptionis reasonablein

mostwatermarkingapplications,wherethehost-datapower is muchstrongerthanthewatermarkpower

( � �� � � � 
 ). Note that the introducedassumptionsmay no longerbe valid in caseof SCSembedding

for strongattackssince � might becomequite large. For the following analysisit is not necessaryto

accuratelymodelthePDF �|Ø E � ] � 8 � H for all possiblevaluesof � . It is sufficient to haveanaccuratemodel

for � in therangeof severalquantizerbins.Thus,for mathematicalconvenience,��Ø E � ] � 8 � H is considered

periodicwith period � .

With theintroducedassumptions,theshapeof oneperiodof �|Ø E � ] � � ? 8 � H , denotedby ��ÙØ E � ] � � ? 8 � H ,
canbeeasilyderivedfrom theembeddingrulesfor SCSandDM:

DM: �XÙØ E � ] � � ? 8 � H � Ú E � H (13)

SCS:�XÙØ E � ] � � ? 8 � H � +� E + 
 [ HUÛÀÜ¼ÝÑÞ 3 �� E + 
 [ H 6ßc (14)Ú E � H denotestheDirac impulseandtherectangularsignalis ÛÀÜ¼ÝÑÞ Eáà H � + for ] à ]|Ô ? c´â and ÛÀÜ¼ÝÑÞ Eãà H � ?
for ] à ] � ? c´â . The PDFs ��Ø E � ] �¤ä� ? 8 � H are almostidentical to �|Ø E � ] � � ? 8 � H except for a shift by� G � � � , that is �|Ø E � ] � 8 � H � �|Ø 3 ��
 �� � ¢¢¢¢ �

� ? 8 � 6 (15)

for bothwatermarkingschemes.

Fig. 4 depictsqualitatively thePDFsof the transmittedvalue � in caseof binarysignaling( � ` � �S ? 8 + g ) for bothconsideredschemes.Notethat � Ø E � ] � � ? 8 � H and � Ø E � ] � � + 8 � H mayevenoverlapfor

low :Y;>= andthatthechoiceof � canbequitedifferentfor bothschemeswhichis notreflectedin Fig.4.

B. Distribution of ExtractedReceivedData

In this article, attacksby AWGN independentfrom the original dataand the watermarksignal are

considered.Thus,thePDFof thereceiveddata å is givenby theconvolutionof thePDFof thetransmitted

data× andthePDF � � Eçæ H of theadditive channelnoise:

�Xè E � ] � 8 � H � �|Ø E � ] � 8 � Hfé � � E � H (16)�Xè E � ] � H � +] � ]yê�Ñë�ì �Xè E � ] � 8 � H 8 (17)

where‘ é ’ denotesconvolution. (17) is valid for í Û 0�îïE � H � + G ] � ] . Sinceit is assumedthat �|Ø E � ] � 8 � H
is periodic with period � , �Xè E � ] � 8 � H is also periodic with period � . One suchperiod of �Xè E � ] � 8 � H
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Fig. 4. Qualitative diagramof thePDFsð�ñBòçódô ÂõÌ�ÍFö÷Ä/Ì�ÍUø (“—”) and ð�ñBòçódô ÂõÌ\ù�ö÷Ä>Ì9ÍUø (“– –”) of thewater-

markeddata ó for binarydithermodulation(DM) andthescalarCostascheme(SCS).

is identical (except for a normalizationfactor) to the PDF �Bú E ÓÕ] � 8 � H of the extracteddata û , where

extractionwith thecorrectkey is assumed.A simpleanalyticalexpressionfor � ú E Óv] � 8 � H is not known.

Thus, � ú E ÓÕ] � 8 � H is computednumericallyasdescribedin [5], [6], [17]. Note that even for DM anda

GaussianPDF� � Eçæ H thePDFof thereceivedvaluewill notbeexactlyGaussian.Periodicallyoverlapping

GaussianPDFshave to beconsidereddueto themultiple representationof thewatermarkletters.

Theupperplot of Fig. 5 depictsoneperiodof thePDFof thewatermarkedelements� conditionedon

thetransmittedwatermarkletter � , and � � ? for binarySCS.Thelower plot shows therespective PDFs

of the extractedreceived elementsÓ after an AWGN attack. In caseof usingan incorrectkey � at the

receiver, thedistribution of �Bú E Óv] � H will beuniformfor any possiblereceivedsignal.This is indicatedby

thedottedline in thelower plot of Fig. 5.
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Fig. 5. One period of the PDFsof the watermarked data ó and the extracteddata � for binary SCS( 
��� =1,����� Ì������ , Æ Ì���Î�� , Ë Ì\ÍFÎ ÏFù ). Thefilled areasrepresenttheprobabilityof decisionerrorsassumingÂïÌlÍ
wastransmitted.

C. CapacityComputationandOptimumSCSStepSize

For the discretememorylesschannel,Gel’fand and Pinsker [28] and Heegard and El Gamal [29]

showedthat,for communicationwith sideinformationat theencoder, thecapacityis givenby% �  "!$#%'&)( *,+	-/. 021 �43 E m E6587 å H 
 m E65�7 ! H H 8 (18)

wherethemaximumis takenover all joint PDFsof the form � � E � H �:9<; 
 E � 8 � ] � H �Xè E � ] � 8 � H andwhere5 is anauxiliary randomvariableand m E65�7 å H and m E6587 ! H denotethemutualinformationbetween5 and

the received data å andthe mutual informationbetween5 andthe side information(the original data)! , respectively. At the encoder, a specificrealizationof 5 is chosendependingon the message� to

be transmittedandthesideinformation � availableto theencoder. Appropriaterealizationsof 5 for all

possiblemessages� andall possiblesideinformation � arelistedin acodebookN , whichmustbeknown
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to theencoderanddecoder. (18) shows that thecapacityof communicationwith sideinformationat the

encoderis given by the differenceof informationthat the codebookN givesaboutthe received data �
andaboutthesideinformation � . In general,maximizationover all possiblecodebooksN andover all

correspondingembeddingfunctionsis required.Here,thecapacityof thesuboptimumschemesDM and

SCSis considered.SCSis constrainedto acodebookbasedonscalarquantizers,whichareparameterized

by [ and � asshown in (5). [ and � arerelatedfor fixedembeddingdistortionby (11). Thus,thereis

only onefreecodebookparameterfor fixedembeddingdistortionsothatthecapacityof SCSis givenby% *Ñ(B* �= "!$#> m E û 7@? H c (19)

DM is aspecialcaseof SCSwith [ � + sothatthecapacityof DM is directly givenby%"A�B � m E û 7@? H ¢¢¢ >�C A c (20)

Thewatermarkmessageis encodedsuchthatfor eachdataelementanalphabet� ��S ? 8 + 8@c@c@c�8 �±
 + g
of watermarklettersis used,whereeachletter is equiprobable.Thenthemutualinformation m E û 7@? H is

givenby [30]

m E û 7@? H � 
 D � ú E Óv] � H . 0�2 � � ú E Óv] � HyJ Ó
4 +� ê�ÑëUì D � ú E ÓÕ] � 8 � H . 0�2 � � ú E Óv] � 8 � HyJ Ó c

(21)

It canbeobservedthat m E û 7@? H is completelydeterminedby thePDFs�Bú E ÓÕ] � H and�Bú E ÓÕ] � 8 � H asderived

in Sec.III-B for thecaseof AWGN attacks.

For SCS,it is not possibleto computethe maximizationover [ in (19) analytically since �Bú E ÓÕ] � H
and �Bú E Óv] � 8 � H aregiven numerically. Thus, [ is optimizednumericallyfor :Y;>= s in the rangeof -

20 JBK to 20 JBK . The resultingvaluesfor [ areshown in Fig. 6 andcorrespondingvaluesfor � are

shown in Fig. 7. An approximative analyticalexpressionfor theoptimumvalueof [ hasbeenderived

experimentallywhich is [ * (�* .FE<GHGJI�KML � � � 
� � 
 4 - cON + � � �vc (22)

This leadswith (11) to � *Ñ(B* .�E<GHGHIPKML �RQ + - E � � 
 4 - cON + � � � H c (23)

Fig. 6 andFig. 7 show alsothe optimumvalue [ s&)(B* derived by Costafor ICS (see(3)) andthe corre-

spondingvaluefor � whenusing [ s&)(B* in SCS.It canbe observed that [ s&)(B* is almostidentical to the
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Fig. 6. CodebookparameterË
optimumvalue [ s*Ñ(B* for SCSin caseof positive :Y;>= s. However, for negative :Y;>= s, [ s&)(B* is toosmall

for SCS.In this case,[ *Ñ(B* .�E<GHGHI�KTL definedin (22) is a betterapproximationfor theoptimumvalueof [
for SCS.

D. Capacityof SCSWatermarkingfacingAWGNattacks

Fig. 8 comparesthecapacitiesof ICS,binarySCS,binaryDM, andblind spread-spectrum(SS)water-

markingfor AWGN attacks.SCSwatermarkingdoesnotachievecapacity, but is not toofar from anideal

schemeeither. DM performspoorly for negative :Y;>= s, wheretheoptimumvalueof [ is significantly

smallerthan1.

Thetermspread-spectrum(SS)watermarkinghasbeenestablishedin thewatermarkingcommunityfor

watermarkembeddingby the additionof a statisticallyindependentpseudo-noisesignal � with power� � 
 which is derived from the watermarkmessage� and the key
�

. SSwatermarkingis oneof the

first methodsusedfor watermarking(e.g.,[31], [32]) andis still themostpopularone. For a Gaussian

original signal,AWGN attack,andfor aGaussianwatermarksignal U ilk E ? 8 � � 
fH thecapacityof blind
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SSwatermarkingis givenby thecapacityof anAWGN channel[30], thatis% *Ñ* � +-/.10�2 � 3 +�4 � � 
� �� 4 � � � 69c (24)

Note that � ��¤� � � 
 and � ��¤� � � � within commonwatermarkingscenarios.Thus,the performanceof

blind SS watermarkingfacing an AWGN attackis mainly determinedby the document-to-watermark

power ratio _¯:Y= � +@? .10�2 ADC E � ��FG � � 
7HbI JBK5L . This shows that blind watermarkreceptionsuffers sig-

nificantly from original signal interference. The depictedcapacityof blind SS watermarkingis for_�:<= � + â JBK . For weakto moderatelystrongattacks(i.e., :<;r= s greaterthanabout 
 +@? JBK ) SCS

watermarkingoutperformsSS watermarkingby far due to the dataindependentnatureof SCSwater-

marking.However, Fig. 8 alsorevealsthat for very strongattacks( :<;r=a`¹
 + â JBK ), blind SSis more

appropriatethanSCSwatermarkingsinceheretheattackdistortiondominatespossibleinterferencefrom

theoriginal signal.NotethatICSoutperformsblind SSwatermarkingfor all :<;r= s.

Fig. 8 shows alsothat thebinarySCScapacityis limited for high :<;r= s dueto thebinaryalphabet� of watermarkletters. Increasingthesize � of thesignalingalphabet� enableshighercapacitiesfor

high :Y;>= s asshown in Fig. 9. It canbeobserved that for very large signalingalphabets,thecapacity
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Fig. 8. Capacityof blind watermarkingfacinganAWGN attackcomparedfor ICS, binarySCS,binaryDM, and

blind SSwatermarking.

of SCSapproachesslowly the capacityof ICS, or equivalently,
% *Ñ(B*

( :<;r= ) is slightly steeperthan% &)(�*
( :<;r= ) for high :<;r= s.

IV. HIGH-RATE SCS COMMUNICATION

High-rateSCScommunicationis of interestfor scenarioswith low attacknoise,for instance,if infor-

mationembeddinginto analogchannelsis desired[33], [27], [34]. Here,informationembeddingat ratesi � ? c´â bit/elementis consideredhigh-ratewatermarking,sincefor theseratesthe capacityof binary

SCSis significantlylower thanfor � -ary signalingwith � � - , asshown in Fig. 9. It canbeobserved

that thesizeof thealphabet� hasa significantinfluenceonly for :<;r= s larger thanabout jlk J�K , or

equivalently
i � ? c´³ bit/element.

Codedmodulationtechniquesareusedto combine� -ary signalingwith binaryerror-correctioncod-

ing. Here,theperformanceof SCSat
i � + bit/elementis investigatedfor differentcodedmodulation

techniques.As shown in Fig. 9, for
i � + bit/element,m -ary signalingis asgoodas � -ary signaling
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Fig. 9. Capacityof ICS and s -ary SCSwatermarkingfacinganAWGN attack.

with � � m . Examplesfor k -aryand t -arysignalingarediscussedheredueto theirefficientcombination

with binary coding techniques. k -ary signalingis usedfor the classicaltrellis codedmodulationwith

convolutional codes(CC-TCM) asproposedby Ungerboeck[35]. t -ary signalingis usedin combina-

tion with a new trellis codedmodulationschemewith serial concatenatedcodesand iterative decoding

(SC-TCM).A detaileddiscussionof codedmodulationis beyond the scopeof this work. More details

on thesespecificcodedmodulationschemesaregiven in [4], [5]. Themaingoal is to demonstratethat,

with
i � + bit/element,low bit-errorrates( Kvu =w` +@? wyx H canbeachievedwithin 1.6 JBK of thecapacity% *Ñ(B*
.

Bit-error rates( Kvu = s) around +@? wyx areachieved by CC-TCM andSC-TCM for :Y;>= �{z c m JBK .

Thebestperformancefor Kvu =a` +@? wyx wasachievedby SC-TCM,with a minimumrequired:Y;>=|jt c m JBK . However, notethat thecomputationalcomplexity of ST-TCM andthecodeword length(10,000

informationbits) is alsoquite large comparedto CC-TCM. Fig. 10 comparesthe measuredminimum:<;r= for achieving K�u = Ô +@? wyx with SC-TCMandCC-TCMwith thecapacityof SCSandICS.Ideally,

SCSwith
i � + bit/elementis possiblefor :Y;>= � ³RcON J�K . Thus, the discussedcodedmodulation
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Fig. 10. SCSwatermarkcapacitycomparedwith measuredresults( �2} ��~ ù Í/�8� ) usingtrellis codedmodulation.

schemescomewithin + c´³ 
 - c´³ JBK of anoptimalcodingschemefor SCS.Thedistanceto ICS is aboutm c´â JBK .

V. LOW-RATE SCS COMMUNICATION

In most watermarkingapplications,the attackdistortion can be at leastas large as the watermark

embeddingdistortion.For thecaseof AWGN attacks,thismeansthata :<;>= of about0 JBK or lessmust

beconsidered.For thesedistortionlevels,reliablewatermarkcommunicationcanbeachievedonly at low

rates.

BinarySCSis sufficient for low-ratewatermarking.Thus,thewatermarkmessage� , representedby a

binarysequence� , hasto beencodedinto asequence����� � of binarywatermarkletters�F� `^S ? 8 + g . In

orderto achieve communicationwith low errorrates,eachbit of � hasto beembeddedredundantlyinto

theoriginaldata� . Differentmethodsfor theredundantembeddingof � areinvestigatedbelow, andtheir

performancefor anAWGN attackis compared.
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A. RepetitionCodingandSpreadTransform

Thesimplestapproachfor theredundantembeddingof theinformationbits � into theoriginaldata� is

therepeatedembeddingof eachbit. An alternative approachfor redundantembeddingof theinformation

bits � into theoriginal data � is thespread-transform(ST) techniqueasproposedin [7]. We foundthat

repetitioncodingwith SCSperformsworsethanST with SCS(ST-SCS)which is not obviousat thefirst

glance.Here,we illustratethereasonfor this result.

Let � denotetherepetitionfactor for SCSwith repetitioncoding,e.g.,oneinformationbit is embedded

into � consecutive dataelements.However, insteadof decidingfor eachextractedvalue Ó � what trans-

mitted watermarkletter �F� is mostlikely, the decodercandirectly estimatethe mostlikely transmitted

watermarkinformationbit from � consecutive extractedvaluesÓ � [4], [5].

Spreadtransformwatermarkinghasbeenproposedby ChenandWornell [7]. A detaileddescriptionof

this techniquecanbefoundin [7], [4], [5]. Here,we focuson thegeneralprinciple. In STwatermarking,

thewatermarkis not directly embeddedinto theoriginal signal � , but into theprojection � *�� of � onto

a randomsequence� . Notethat theterm“transform”, asintroducedby ChenandWornell, is somewhat

misleadingsinceST watermarkingis mainly a pseudo-randomselectionof a signalcomponent� *�� to

bewatermarked. All signalcomponentsorthogonalto thespreadingvector � remainunmodified.Let �
denotethespreadingfactor, meaningthenumberof consecutive original dataelements��� belongingto

oneelement� *���$� .

For watermarkdetection,thereceiveddata � is projectedonto � , too. ThebasicideabehindST water-

markingis thatany componentof thechannelnoise � that is orthogonalto thespreadingvector � does

not impair watermarkdetection.Thus,an attacker, not knowing theexact spreadingdirection � , hasto

introducemuchlargerdistortionsto impair a ST watermarkasstrongasa watermarkembeddeddirectly

into � . For anAWGN attack,theeffective :<;r=�� afterSTwith spreadingfactor � is givenby

:Y;>=�� � :<;>= A 4<+@? .10�2 ADC � c (25)

Thus,doublingthespreadinglength � givesanadditionalpower advantageof 3 JBK for thewatermarkin

theST domain.However, notethatrepetitioncodingandSTwith � � + and � � + , respectively, achieve

morerobustnessagainstattacknoiseat the costof a reducedwatermarkrate. For a fair comparisonof

SCSwith repetitioncodingandST-SCSthe watermarkrateof both schemesshouldbe equal,i.e. the

repetitionfactorandthespreadingfactorshouldbeequal( � � � ).
The Kvu = s for SCSwith repetitioncodingandST-SCSafteranAWGN attackhavebeenmeasuredfor
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different :<;>= s. Fig. 11 shows simulationresultsfor � � - 8 k 8 t and � � - 8 k 8 t . It hasbeenobserved

thatST-SCSyieldssignificantlylower Kvu = s thanSCSwith repetitioncodingat thesamewatermarking

rate.Thepredicted:<;r= gainof 3 JBK for thesamedecodingreliability by doubling � canbeobserved.

However, the :<;r= gain for SCSwith repetitioncodingis lessthan3 JBK when � � -
. Theobserved

effect canbeexplainedby examiningthespecificstructureof thecodebookN in SCS.
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Fig. 11. �2�
�

for SCSwith repetitioncodingandST-SCSwatermarking.For identicalwatermarkingrates( � = � ),
ST-SCSyieldslowererrorratesthanSCSwith repetitioncoding.

The multiple representationsof a singlewatermarkletter ��� by several pointsin the signalingspace

leadto many nearestneighborswhich canleadto decodingerrors. Fig. 12 shows a sectionof the two-

dimensionalPDFsof pairsof receiveddataelements��� in thecaseof aninformationbit � �$���=  for SCS

with repetitioncodingwith ¡ �£¢ ; bright areasindicatehigh probabilities.Thekey sequence¤ hasbeen

setto zerofor illustrationpurposes.Thecirclesandcrossesdepictthecodebookentriescorrespondingto

a transmittedwatermarkbit � �$� �¥  and � �'� �§¦ , respectively. Eachcircle is surroundedby four nearby

crosses.Fig.13showsthecorrespondingtwo-dimensionalPDFsin thecaseof ST-SCSwith ¨ �=¢ , where

thespreadingdirection © waschosento bethemaindiagonal.Obviously, any noisethat is orthogonalto
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© doesnot affect thedecisionwhetherthe transmittedbit was0 or 1. Further, eachcircle is surrounded

only by two crosses.Thus,theprobability thatAWGN pusheswatermarked datainto theareawherea

decodingerroroccursis lower for ST-SCSthanfor SCSwith repetitioncoding.
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Fig. 13. Receptionstatisticsfor ST-SCSwith �°®�¯ .
Pleasenote that the advantageof ST-SCSover SCSwith repetitioncoding is only possibleif the

spreadingdirection © is not known to anattacker. Otherwise,anattacker would placeall thenoisein the

direction © andthe ±=²´³ -advantagevanishes.Further, ST-SCSwatermarkingwith largespreadingfac-

tors ¨ mightbeimpracticalsinceperfectsynchronizationof thecompletespreadingvector © is necessary.

In contrast,decodingin thecaseof SCSwith repetitioncodingis possiblewhenonly someof thewater-

markeddataelementsaresynchronized.Anotherpotentialproblemwith largespreadingfactors̈ is that

theoriginal-datapower in theST domainmight becomesolow thattheassumptionthattheoriginal data

is approximatelyuniformly distributedin therangeof onequantizercell no longerholds;thisassumption

is usedin quantizationbasedwatermarkingschemeslike SCSandDM. As a consequence,thepower of

thewatermarkcanno longerbepredictedby µ·¶�¸ ¦�¢ . However, this problemcanbeavoidedby usinga

key sequence¤ (Sec.II) thatactsasadithersequencethatensuresaquantizationnoisepower of µ·¶�¸ ¦�¢ .
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B. Capacityof ST-WatermarkingandOptimalSpreadingFactor

ST-SCSwatermarkingshouldbeconsideredadifferentsuboptimalapproachto implementa transmis-

sionschemewith sideinformationat theencoder. Thus,theachievablerateof ST-SCSmight be larger

thanthat of SCS.Note that ST-SCScannever performworsethanSCSsinceSCSis a specialcaseof

ST-SCSwith ¨ �l¦ . Theoptimumchoiceof thespreadingfactor ¨ for attacksof differing noisepowers

is investigated.

Let ¹»º�¼:½ ¾À¿�±=²´³ÂÁ denotethe capacityof a specificwatermarkingschemecombinedwith a spread

transformwith spreadingfactor ¨ for anAWGN attackwith given ±Y²[³ . ¹"º�¼Ã½ÅÄ4¿�±=²´³ÂÁ is thecapacity

of therespective schemewithoutST. Theperformanceof STwatermarkingcanbecomputedfrom thatof

therespective schemewithoutST by

¹ º�¼Ã½ ¾ ¿�±Y²[³ÂÁ � ¹"º�¼Ã½ÅÄ4¿�±=²´³ ¾ Á¨ Æ (26)

with ±Y²[³ ¾ � ±=²[³ÈÇ ¦@ ÊÉÌË/Í ÄTÎ ¨ .

Applying the ST techniquethe capacityof SCSandDM watermarkingcanbe improved for ±Y²[³ s

lower thanacertain±Y²[³�ÏTÐPÑ Ò [4], [5]. For ±=²´³ÔÓÖÕ�±Y²[³�ÏTÐPÑ Ò theoptimalspreadingfactor ¨ is 1, i.e. ST

doesnot provide anadditionalcapacitygain. Thecapacityof theidealschemeICS cannot beimproved

by STat all.

Fig.14shows thecapacitiesof SCS,ST-SCS,DM, andST-DM. Sincetheachievableratesfor SCSand

DM watermarkingarecomputednumerically, thecorresponding±=²´³´Ï×Ð�Ñ Ò arealsoobtainednumerically.

It canbe found that for SCS, ±Y²[³�ÏTÐPÑ Ò ½ ºJØyºÚÙ  8Û� �¦@ÜyÝ , andfor DM, ±=²´³�Ï×Ð�Ñ Ò ½ ÞàßáÙãâ Ûåä8¦ÔÜ^Ý . Fig. 14

shows also that DM canbe improved significantly for ±=²´³çæè±=²[³�Ï×Ð�Ñ Ò ½ Þàß , wherefor SCSonly a

minor gain is accessible.Note thatST-DM performsworsethansimpleSCSfor mostpractical ±=²[³ s.

Also, thereis aconstantgainof about ¦éÛåä[Ü^Ý for ST-SCSover ST-DM in therangeof negative ±Y²[³ s.

C. SCSwith State-of-the-ArtChannelCoding

Repetitioncodingis known to be very inefficient. State-of-the-arterror correctioncodes,e.g.,turbo

codes[36], outperformrepetitioncodingby far. Therefore,simulationresultsfor SCScommunication

usingturbocodingarepresentedin Fig. 15.

Fig. 15 shows the minimum ±=²[³�ê ÑÅë for which codedSCSwatermarkinggives Ývì ³ Ù ¦@ Àíyî . It

canbeobservedthatturbo-coded(TC) SCSperformsindeedcloseto thecapacityof SCSwatermarking.

The codingresultsfor the coderates ï[Ï �ð¦ ¸ ¢ and ï´Ï �ñ¦ ¸éò canbe translatedto lower watermark

rates ï via ST watermarking,which is indicatedby the straightlines. ST-SCSwatermarkingwith a
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Fig. 14. Performanceimprovementby spread-transformwatermarking.

coderate ï[Ï �ô¦ ¸éò turbocodeseemsto bea very goodchoicefor low-ratewatermarkingif any desired

ST length ¨ is applicable. Fig. 15 shows also that turbo-codedSCScombinedwith repetitioncoding

is lessefficient thanST-SCS.Nevertheless,repetitioncodingmight beusefulin practicesinceit canbe

implementedin a very flexible way. Any received dataelement��� with embeddedwatermarkbit � �'�
increasestheestimationreliability for õ� �$� , wherefor ST watermarkingall dataelements� � requiredfor

thecomputationof theprojection� º�¼�$� mustbeavailableto thereceiver.

VI. SCS STEP SIZE ESTIMATION

A practicallyimportantextensionof thesimpleAWGN channelmodelconsideredsofar is a possible

constantamplitudescalingandDC offset. Further, it might be of interestto adaptthe SCSquantizer

stepsize µ to thecharacteristicsof theoriginal data. In bothcases,a blind receiver is confrontedwith

thedifficulty of finding theproperquantizerstepsizefor SCSreception.Thereexist severalapproaches

to combatthis problem. The stepsize µ could be relatedto somestatisticsof the original that canbe

estimatedrobustlyat thewatermarkdecoder. A bruteforceapproachwouldbeto searchfor thevalid step
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.

size µ by attemptingto decodeiteratively a valid messagewith differentpossiblestepsizes.Finally, we

discussherea specificstepsizeestimationalgorithmwhich is basedon the analysisof histrogramsof

receiveddataü with SCSwatermarks[5], [37].

Fig. 16 depictsanextensionof Fig. 1 wheretheattacker scalesthewatermarked data ý by þ (usuallyþÚæ ¦ ) andintroducesadditive whiteGaussiannoise(AWGN) ÿ , with ��� � ¿������	��
 Ò Æ � ¶ 
 Á , thatis

ü � þÀý Ç ÿ � þà¿��ÚÇ�� ÁÃÇÈÿ Û (27)

Ideally, thereceiver knows þ and �	���	��
 Ò andthuscompensatesfor theDC offsetby subtracting��������
 Ò and

compensatesfor scalingby division by þ (if þ���w  ). We characterizetheattackstrengthby theeffective

watermark-to-noisepower ratio ±=²´³ �¥¦@ ÊÉ Ë/Í ÄTÎ ¿Pþ ¶ � ¶ ��¸ � ¶ 
4Á Ü^Ý .

At thereceiver, aftercompensationfor þ and ��������
 Ò , theextractionrule(12)canbeappliedto thesignalü�� . However, if no compensationfor þ and �����	��
 Ò is applied,the propercodebookfor SCSwatermark



IEEETRANSACTIONSON SIGNAL PROCESSING,VOL. XX, NO. Y, MONTH 2002 25

Attack

PSfragreplacements

� �� ���
Encoder� Decoder�� õ������	��
 Òý ü� ü��ÿþ þ í Ä

Fig. 16. Watermarkcommunicationfacinganattackby amplitudescalingandAWGN with mean�����! #"%$ .
receptionis õ� Ä� ¿'&/�^Á � (*) � �,+.- �ÔÇ �,�/ Ç0&��2143�µ65ÊÇ �	���	��
 Ò87777 �,�:9<; Æ - �=9?>A@ Û (28)

Here, µ65 � þ8µ is thescaledquantizerstepsizewhichhasto beusedfor SCSdetection.

We proposea techniquefor estimatingthe attackchannelparametersþ and �����	��
 Ò with the aid of a

securelyembeddedpilot sequence
�CB ÑED � Ò �GF of length H B ÑED � Ò . Securityis achievedagainby embedding

the pilot dependenton a securerandomkey sequence¤ , where & � 9JI   Æ ¦ Á . Note that estimationofµ 5 � þÀµ is sufficient to enableSCSwatermarkreception. þ canbe derived when µ is known to the

receiver.

Thekey ideabehindourmethodfor theestimationof µK5 and�	���	��
 Ò is to analyzethe2-dimensionalhis-

togramsof thereceivedsamples� � ½ B ÑED � Ò andthecorrespondingkey values&�� , where ü B ÑED � Ò � ¿�� ÎJ½ B ÑED � Ò Û@Û@Û� � ½ B ÑED � Ò Û@Û@Û �	LNM�O P Q%R í Ä6½ B ÑED � Ò Á is thesequenceof received sampleswith embeddedpilot symbols
�SB ÑED � Ò �JF .

Thesuffix “pilot” is suppressedsubsequentlysinceonly pilot samplesareconsideredin thissubsection.

Let TVUXWZYe¿ � Æ &^Á denotethe2-dimensionalPDFof thereceivedsignalsamples��� andthecorresponding

key values & � . Here, IID signalsare consideredso that the sampleindex [ can be neglectedin the

statisticalanalysis.

Fig. 17 shows examplesfor T\U]W^Y�¿F� Æ &^Á , whereincorrectkeys andcorrectkeys areassumedin theup-

per andlower plot, respectively. Note that for illustration purposesthe stepsize µK5 in this exampleis

relatively large comparedto the hostsignalstandarddeviation �._ . Without knowing the correct ¤ , no

structurein thewatermarkedsignalis visible. ThereceivedPDFresemblesbasicallythePDFof thehost

datawhich is a Gaussiandistribution in thegivenexample.However, computingT\U]W^Yv¿�� Æ &^Á with thecor-

rectkey & revealstheinherentstructurein thedatawith embeddedpilot samples.T\U]W^Y�¿�� Æ &^Á showsstripes

of high probability. For fix & , the distancebetweenthe peaksof two adjacentstripesequalsthe step

size µ 5 � þÀµ (which gives µ 5 �á¦@  in theshown example).This structureappearssincethe relevant

quantizerstructurewithin SCSembeddingis ditheredby theproduct &�µ .

In practice,T\U]W^Y�¿�� Æ &^Á hasto be estimatedvia a 2-dimensionalhistogram,which requiresproperdis-
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Fig. 17. 2-dimensionalPDFsacbZd eSf#�!g�hji , wheretheupperplot is valid for receptionwith an incorrectkey andthe

lowerplot is valid for receptionwith thecorrectkey. Bright areasindicatehigh probability.

cretizationof thePDFvariables¿�� Æ &^Á . Wedescribehereanestimationalgorithmbasedon Hlk ÑÅë!m different

binsconsideredfor thekey value & . Theone-dimensionalconditionalhistogramsof thesamples��� with

key &��:9<npo areanalyzedseparately, wherenqo � ( &K7777srHlk ÑÅë!mut & æ r Ç ¦Hvk ÑÅë!m @ for r 94w   Æ ¦ Æ Û@Û@Û Æ Hlk ÑÅë�myx ¦8z and Hvk ÑÅë!m Õ ¦éÛ (29)

The Hlk ÑÅë!m conditionalhistogramswill show local maximawith a relative distanceof µK5 . Theabsolute

positionof thesemaximagivesanestimateof �����	��
 Ò .
A. ParameterEstimationBasedon Fourier Analysis

Weintroducea simplemodelfor theconditionalPDFsT U ¿F�|{ &}9<n~o�Á of thereceivedpilot elementsin

orderto motivatetheafterwardsdescribedestimationof �	���	��
 Ò . Themodelis motivatedby theobservation

that eachPDF T U ¿F�|{ &}9<npo Á shows local maximawith a distanceof µK5 . Let T U ¿F�,Á denotethe PDF

of the received signal samples�4� . It can be assumedthat T U ¿��,Á reflectsmore or lessthe host signal

PDF (T U ¿��,Á Ù T _ ¿��àÁ ) if the embeddingdistortion and attackdistortion is small relative to the host
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signalpower. An exactcharacterizationof T U ¿ �.{ &}9?nqoàÁ is notnecessaryfor ourpurpose.A sufficiently

accuratemodelis givenbyT U ¿F�|{ &}9<n~o�Á ÙJ�T U ¿��|{ &<9?nqoàÁ � T U ¿��,Á +:¦ Ç���� Ëj��+y¢���� Î � x�� Î x ¢��Hlk ÑÅë!m + r Ç ¦¢ 1y1�1 Æ (30)

where� is anappropriateconstantwith   æ�� æ ¦ . Themodelparameters� Î and � Î aredirectly related

to theunknown parametersµK5 and ��������
 Ò . � Î determinesthedistancebetweentwo localmaxima,and � Î
determinestheirabsoluteposition.Theexactrelationshipis givenby� Î � ¦µK5 and � Î � ¢��µK5 ��������
 Ò � ¢���� Î �����	��
 Ò Û (31)

Fig.18depictsanexamplefor thegivenmodel.Thelocalmaximaof theconditionalPDFs �T U ¿��|{ &}9<npoàÁ
with a relative distanceof µK5 �R¦@  areclearlyvisible.
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Fig. 18. Total andconditionalPDFsof the receivedpilot sequence.�S ¢¡ £¢¤"®¦¥ differentrangesfor the key are

distinguished.Theexampleis for aGaussiandistributionof ��§ , andfor theparameters̈�©�® ø�ù and �¢�ª�! #"%$�® ù .
Theparameters� Î and � Î of themodelgivenin (30) have to becomputedfrom thegivenconditional

PDFsT U ¿��|{ &}9<npoàÁ andthegivenunconditionalPDF T U ¿F�,Á . Fourieranalysisis appropriatefor this task

since � Î and � Î arethefrequency andaconstantphasecontribution of thecosinetermin (30).

For the r th conditionalPDF, thenormalizedspectrum« o�¬]­�® is definedas«yoy¿ � Á � ¯ ( �T U ¿��.{ &}9?npo ÁT U ¿��,Á x ¦ @ �°¯ ( ��� Ëj��+ ¢���� Î � x�� Î x ¢��Hlk ÑÅë!m + r Ç ¦¢ 1�16@� � ¢²±�³µ´�¶ í¸·º¹�í,»%¼½�¾ O ¿�À ¿ o	Á�Â» ÁÄÃ2Å ¿ � Î x � ÁÃÇ ³ í ´Æ¶ í¸·º¹JíÇ»%¼½�¾ O ¿ÄÀ ¿ o	Á�Â» ÁªÃNÅ ¿ � Î Ç � Á'È Û (32)
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All Hlk ÑÅë!m spectracanbecombinedin anelegantway dueto thesystematicallydifferentphaseat «�oy¿ � Î Á
and «�oy¿ x � Î Á . The Hlk ÑÅë!m spectra«�oy¿ � Á aremultiplied by ³µ´ »%¼½	¾ O ¿�À o prior to their summationto anoverall

spectrum« ¿ � Á , thatis« ¿ � Á � L ¾ O ¿�À í ÄÉo	Ê Î «�oy¿ � Á ³ ´ »%¼½ ¾ O ¿�À o � �ËHlk ÑÅë!m¢ ³ í ´�¶ ·.¹ Á ¼½ ¾ O ¿�À Ã Å ¿ � Î x � Á Û (33)

Thus,for themodelgiven in (30), { « ¿ � Á!{ hasonly onepeak,which is locatedexactly at the frequency� Î . Further, � Î � xÍÌ�Î Í w	« ¿ � Î Á z x ÏL ¾ O ¿ÄÀ . Note that the multiplication by ³ ´ »%¼½ ¾ O ¿ÄÀ o is superiorto a

multiplicationby ³µ´ »%¼½	¾ O ¿�À o	­ whichwouldcorrespondto ashift of thedifferentconditionalPDFsby oL ¾ O ¿ÄÀ .
In thelattercase,thespectrum{ « ¿ � Á!{ wouldhave anotherpeakat � � x � Î which increasestherequired

samplinginterval for thenumericalcomputationof theconditionalPDFs.

TheexactPDFsof thereceivedsignaldonotfit exactly to themodelgivenin (30). Further, in practice,

thePDFsT U ¿��.{ &}9?n o Á andT U ¿��,Á canbeonly estimatedfrom the H B ÑED � Ò pilot samplesü . Thisestimation

is obtainedfrom histogramswith Hlk ÑÅëÐ5 bins that cover the total rangeof all received samples.Based

on thesehistograms,«yoy¿ � Á is computedat H Þ¸Ñ,¼�Ò Hvk ÑÅë�5 discretefrequenciesvia a length-H Þ¸Ñ,¼ DFT.

Here,asinglepeakin thespectrum« ¿ � Á cannotbeexptecteddueto estimationerrorsandtheinaccuracy

of the model (30). Nevertheless,for H B ÑED � Ò sufficiently large, a dominatingpeakshouldoccur at � Î .
Detailsof theoutlinedimplementationaredescribedin [5], [37].

B. Estimationperformancefor different H B ÑED � Ò
Theoutlinedalgorithmfor theestimationof µK5 and �����	��
 Ò is dependenton thefollowing setof param-

eters: H B ÑED � Ò : lengthof pilot sequenceHlk ÑÅëÐ5 : numberof histogrambinsusedfor thepilot samplevalueHlk ÑÅë!m : numberof histogrambinsusedfor thekey valueH ÞËÑ�¼ : DFT length

The estimationaccuracy also dependson the ±=²´³ , and on the Ó ±=³ . In this paper, the estimation

performancefor differentpilot length H B ÑED � Ò is discussedfor ±Y²[³ � x ¦@  Ü^Ý Æ Û@Û@Û Æ â Ü^Ý . This range

for ±=²[³ covers the most interestingrangeof attackstrengthsfor that SCSwatermarkingmight be

useful. The Ó ±=³ hasbeenfixed to Ó ±=³ � ¢é ÚÜ^Ý and the remainingparametersare Hvk ÑÅë�5 � â   ,H ÞËÑ�¼ �á¦@ �¢8Ô , and Hlk ÑÅëÐm � â . Experimentalresultsthatsupportthis choiceof parametersaregiven in

[5].
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Theinfluenceof thenumberH B ÑED � Ò of receivedpilot elementsis studiedexperimentally. For simplicity,þ � ¦ andno offset hasbeenconsideredso that the estimatorshouldideally find õµ65 � µK5 � µ andõ�����	��
 Ò �l  . For theevaluationof theestimationperformance,threedifferentfiguresof merit have been

used:

relative errorof õµ65�Õ ÅÐÖØ× � Ù E Ú�¿ õµ 5 x µ 5 Á ¶NÛµ 5 Æ (34)

relative errorof �	���	��
 Ò Õ Å 5ªQ%ÜÆÝXÞßR � à E w ¿ õ�����	��
 ÒØx   Á ¶ zµK5 Æ (35)

relative increaseof bit-errorprobability Õ Å�á ¾ � E w õT¸k x T¸k zT¸k Û (36)ÅÐÖ × and Å 5ÄQ%Ü�Ý]Þ#R effectively measurethe root of the meansquaredestimationerror relative to the exact

stepsize µ . Thesefiguresof merit have beenchosensincenot only thevarianceof estimationerrorsis

important,but alsoa possiblebiasedestimate.The relative increaseof the bit-error probability T|k for

uncodedbinarySCSreceptionwith estimatedµ65 and �����	��
 Ò is givenby Å�á ¾ . It is sufficient to measurethe

expecteddifferenceof thebit-errorprobabilitysinceimperfectestimatesµ65 and �	���	��
 Ò canonly increase

the bit-error probability on average. T¸k of uncodedbinary SCSis relatively high for the considered±=²´³ s. However, many new parameterswould have to be introducedfor simulationswith codedSCS

communication,which would make a fair comparisonmore difficult. Further, the increaseof T|k can

be considereda good indicator for the effect of estimationerrorson codedcommunication.The free

parameterscan be optimizedonly for a certainrangeof different ±=²´³ s whereherethe focus is on±=²´³ � x â ÜyÝ to ±Y²[³ �§  Ü^Ý . In particularthe relative increaseof theuncodederrorprobabilityÅ�á ¾ shows a local minimumfor acertain ±Y²[³ , sincefor largenegative ±=²´³ s, theestimationaccuracy

is decreaseddueto thestrongnoise,andfor high ±Y²[³ s, theabsolutedecodingerror is so low thatany

decodingerrorincreasestherelative decodingerrorsignificantly.

In general,it is desiredto make the pilot sequenceas short as possible,however, very short pilot

sequenceslead to an inaccuratePDF estimation,and thus to incorrectestimationsof µK5 and �	���	��
 Ò .
Fig. 19 shows theestimationperformancefor H B ÑED � Ò �£¢ â   Æ â  /  Æ ¦@ / /  , and ¢é / /  . Fig. 19.(a)depictsÅÐÖ ×
which describesthe relative estimationerror of µK5 . For H B ÑED � Ò � ¢é / /  , ÅÐÖ × decreasesmonotonically

with increasing±=²´³ , andis lower than1% for ±=²´³ Õ x ò ÜyÝ . Shorterpilot sequencesleadto an

increasedrelative estimationerror. However, for some ±=²´³ , robust estimationis no longerpossible

at all. Lowering the ±=²[³ further introducesso muchnoiseinto the PDF estimationthat the largest

componentof thecomputedDFT spectrumappearsat any randomfrequency index   æ - æâH ÞËÑ�¼ x ¦ .
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Fig. 19. Estimationperformancefor differentpilot lengths�Sï ¡ ð ��$ ( ñ ��� ®�¯ ù �,� , �  ¢¡ £ ©�®óò ù , �  �¡ £Æ¤ ®�ò ).
For H B ÑED � Ò �ô¢ â   , this effect occursfor ±Y²[³læ x ¦�Ü^Ý . For H B ÑED � Ò � â  /  , a minimum ±=²´³ of about

-5 Ü^Ý is required.Fig. 19.(b)depictsÅ 5ÄQ%Ü�Ý]Þ#R which follows in generalthebehavior of ÅÐÖ × . Theresulting

relative increaseof theuncodederrorrate Å�á ¾ is shown with linearandlogarithmicaxesin Fig.19.(c)and

Fig.19.(d),respectively. Å�á ¾ increasesmonotonicallywith decreasingpilot lengthH B ÑED � Ò . Further, it canbe

observedagainthatfor somelow ±=²[³ theestimationalgorithmstartsto fail completely. Nevertheless,

it is quitepromisingthatevenfor H B ÑED � Ò � â  /  , Å�á ¾ is lower than2%for all ±Y²[³ Ò x â ÜyÝ .

C. EstimationBasedon SSPilot Sequences

So far, an estimationof the SCSreceiver parameterµK5 basedon a known SCSwatermarkhasbeen

proposed.However, it is alsopossibleto estimatethescalefactor þ , andthus µK5 � þÀµ , with helpof an

additive spread-spectrum(SS)pilot watermark.Here,we presentananalysisof theestimationaccuracyÅÐÖØ× , asdefinedin Sec.VI-B, whenusingSSpilot watermarksandcomparetheresultwith thosefor SCS

pilot watermarks.

We consideragaintheattackchanneldefinedin (27). However, now, we assumethat � is a pseudo-

noisesequenceof lengthHvô � H B ÑED � Ò with zeromean( õ L2M�O P Q%R��Ê Ä²ö � �=  ) andpower � ¶ � � ÄL2M�O P Q%R õ LNMÄO P Q%R�çÊ Ä°ö ¶� .
Throughoutthis analysis,anIID hostsignal � andadditive noisesignal ÿ is assumedsothat ÷y� � ÷ and
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thecorrelation õø betweenü and � , thatis

õø � ¦H B ÑED � Ò L MÄO P Q%RÉ�çÊ Ä � �2ö � Û (37)

Theunbiasedestimateõþ of þ derivedfrom õø is derivedasfollows:

E wúù � z � E w@þ�¿�÷ � Ç ö � Á:Çû� � z[� þ E w!÷ z Ç E wN� z Ç�þ ö � (38)

E w õü z � ¦H B ÑED � Ò LNM�O P Q%RÉ��Ê Ä E wúù � z ö � � ¦H B ÑED � Ò L2M�O P Q%RÉ��Ê Ä ¿Pþ E w!÷ z Ç E wN� z Á ö � Ç þH B ÑED � Ò LNM�O P Q%RÉ��Ê Ä ö ¶�
� þ E w	÷ z Ç E wc� zH B ÑED � Ò L2M�O P Q%RÉ��Ê Ä ö �ý þÐÿ �Ê Î Ç þH B ÑED � Ò L2M�O P Q%RÉ�çÊ Ä ö ¶� � þH B ÑED � Ò L2M�O P Q%RÉ�çÊ Ä ö ¶� � þ � ¶ � (39)

þ � E w õü z� ¶ � (40)

õþ � õø� ¶ � (41)

(41) describesthe estimationrule for õþ usingthe SSpilot watermark� that is known to the receiver.

Next, thevarianceof õ� dependenton thepilot length H B ÑED � Ò is derived.For simplicity, weassumethatthe

hostsignal � andtheattacknoise ÿ aremean-free(E w!÷ z°�w  , andE wc� z°�w  ) sothat thevarianceof �
and � is givenby � ¶_ � E

� ÷ ¶�� and � ¶ 
 � E
� �/¶�� , respectively. Thederivationof thevarianceVar w õ� z

is tediousbut notdifficult sothatonly themainstepsarepresentedhere:

E
� õü ¶ � � ¿Pþ � ¶ � Á ¶ Ç þ ¶ � ¶_ Ç � ¶ 
H B ÑED � Ò � ¶ � (42)

Var w õü z � E
� õü ¶ � x E w õü z ¶ � þ ¶ � ¶_ Ç � ¶ 
H B ÑED � Ò � ¶ � (43)

Var w õ� z � Var

( õü� ¶ � @ � Var w õü z¿ � ¶ � Á ¶ � þÀ¶ � ¶_ Ç � ¶ 
H B ÑED � Ò � ¶ � � þ ¶ � ¶_ ¸ � ¶ � Ç � ¶ 
4¸ � ¶ �H B ÑED � Ò Û (44)

Weobserve thatVar w õ� z dependsonthe ±=²´³ via � ¶_ ¸ � ¶ � andonthe Ó ±=³ via � ¶ 
4¸ � ¶ � . Theterm � ¶_ ¸ � ¶ �
dominatesfor realistic Ó ±=³ s about20 Ü^Ý and ±=²´³ðÕ x ¦@ /ÜyÝ . Further, we observe that Var w õ� z
decreaseswith increasingpilot length H B ÑED � Ò .

Fig. 20 comparesthe achieved estimationaccuracy usingSSpilot watermarksandSCSpilot water-

marksfor H B ÑED � Ò � ¦@ / /  and H B ÑED � Ò � ¢é / /  . Note that theestimationaccuracy ÅÐÖ × for SSpilot water-

markscanbecomputedtheoreticallyfrom Var w õ� z viaÅÐÖØ× �,Ù E Ú ¿ õµK5 x þÀµ»Á ¶cÛþÀµ � à E w ¿ õ� µ x þ8µ»Á ¶ zþÀµ � à E w8¿ õ� x þ8Á ¶ zþ � à Var w õ� zþ Û (45)
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Fig. 20. Estimationperformancefor � ï ¡ ð �ª$ =1000(left) and � ï ¡ ð ��$ =2000(right). The performancefor SSpilot

watermarksandSCSpilot watermarksis compared( ñ ��� ® ¯ ù ��� , �S ¢¡ £�¤Â®0¥ , �S ¢¡ £ © ® ò ù ). Theexperimental

resultsareaveragedover1000simulations.

The resultsshown in Fig. 20 clearly demonstratethe superiorityof the estimationalgorithmbasedon

SCSpilot watermarks.Theadvantageof theSCSpilot watermarksstemsfrom thereducedinfluenceof

host-signalinterferenceon theestimationaccuracy.

VII . INVERSE SCS

In someapplications,it is desiredto recover the original signal from the watermarked signal after

watermarkreception.Examplesareinformationhiding applicationsdealingwith medicalimages[38],

or multiple watermarkreception. In applicationsdealingwith medical images,the goal is mainly to

recover theoriginal signalwith a minimum amountof distortion. In multiple watermarkreception,the

interferenceof the first decodedwatermarkon otherembeddedwatermarksshouldbe minimized. For

this, the alreadydecodedwatermarkis exploited to remove the correspondingembeddingdistortionas

muchaspossible.

Perfectrecovery of theoriginal signalmight be impossiblein many practicalcases,e.g.,attacknoise

cannotbe removed in general.However, in somecasesit is sufficient to producea signalthat is closer

to the original signal than the received signal. In this section,ways to invert SCSwatermarkingare

discussed.In practice,the receiver seesan attacked watermarked signal. Here,a simpleAWGN attack

is consideredagain.For completenessthenoiselesscaseis discussedfirst. Throughoutthesection,it is

assumedthatthetransmittedsequenceof watermarkletters
�

andthecorrectkey sequence¤ areperfectly

known, e.g.,correctdecodinghasbeenperformed,which canbe treatedwithout lossof generalityas
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thus imperfectknowledgeof
�

, is not investigated.However, it is obvious that for low bit-error rates

the influenceof the incorrectinversemappingappliedto thosesampleswith incorrectlyreceived dither

samples õ� � on theoverall quality improvementby inverseSCSis negligible.

A. InverseSCSin theNoiselessCase

In thenoiselesscase,thewatermarkdecoderreceivesthesignal ü � ý . In this case,thedeterministic

embeddingprocedurecanbeinvertedperfectly. With �/� from (12)thehostsignal �y� canbereconstructed

with thenext valid SCScodebookentry

��� ½ � �
	 Ö ( � � x µ + �,�/ Ç0& �21 @ Ç�µ + ���/ Ç0& �21 (46)

by � � � ��� ½ � x �/�¦ x 3 Û (47)

Theperfectinvertibility of SCSis aswell illustratedby theinput-outputcharacteristicof SCSembed-

dingfor 3 �= 8Û�� , �,� �=  , and &�� �=  shown in Fig.3. Theinput-outputcharacteristicof SCSembedding

is astrictly increasingfunctionsothattheinversemappingin thenoiselesscaseexists.This inversemap-

ping is obtainedby mirroring the input-outputcharacteristicof SCSembeddingat that for the identity

mapping� � � Ó4� .
B. InverseSCSafterAWGNAttack

Inversionof SCSwatermarkingafter transmissionover anAWGN channelis considered.Contraryto

thenoiselesscase,it is impossibleto reconstructý from thereceivedsignal ü evenwith perfectknowledge

of
�

becausethe transmittedvalue Ó4� dependsalsoon theoriginal signalvalue � � that is not known to

thereceiver. Consequently, it is impossibleto recover thehostsignalperfectly, however, onecanat least

try to find anestimate
� so that for thedistortionholds Ó�¿%� Æ 
� Á t ÓÈ¿'� Æ üéÁ , wheretheMSE distortion

measureis adopted.In thefollowing, it is assumedthat thechannelnoise � ¶ 
 is smallerthanor equalto

thenoisevariance� ¶ 
 ½ ~ 
 � Ñ��6ë for which theSCSwatermarkhasbeendesigned.

B.1 Estimationof theOriginal Signal

The minimum mean-squarederror (MMSE) estimate õ� � of the original signalsample� � shouldbe

derived for eachreceived sample� � . IID signalsareassumedso that thesampleindex [ is suppressed

in the following. With help of the known key sequencesample & andknown watermarkletter � , the
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deviation �=9�I x Ö ¶ Æ Ö ¶ Á from thenext valid SCScodebookentry � � is givenby

� � � �qx � Æ (48)

For AWGN attacks,the most likely correspondingquantizedoriginal signalsampleis � � . Thus,the

MMSE estimateõ� is

õ��¿�� � Æ �^Á � Ì�Î Í������������� Eá�� ¬ ��� 5 ® � ¿���� x ÷ÃÁ ¶ �� � �qx Ì�Î Í������ � ���"! í$# » ½ # » ® Eá�� ¬ ��� 5 ® � ¿�� �qx õ% � x ÷àÁ ¶ �� � �qx õ% ¿�� � Æ �^Á Æ (49)

where� � is no longerconsideredwithin theminimization,and õ% ¿�� � Æ �^Á~9óI x Ö ¶ Æ Ö ¶ Á hasto bechosensuch

that theMSE Eá�� ¬ ��� 5 ® � ¿ õ� x ÷�Á ¶ � is minimized. Straightforward analysisshows that õ% ¿�� � Æ �^Á hasto be

computedby

õ% ¿�� � Æ �^Á � Eá � ¬ ��� 5 ® w!÷ z x � � � &'
í & �vT _ ¿��Ø{�ù � � �qx �^Á Ü � x � � Û (50)

Thus,to solve the estimationproblem,the conditionalPDF T _ ¿��Ø{�ù � � �qx �^Á mustbe known. It is

assumedthat T _ ¿��Ø{�ù � � �qx ��Á is independentfrom � � , which is approximatelyvalid for AWGN attacks

andan almostflat PDF T _ ¿%�ÃÁ in the rangeof onequantizationinterval, e.g.,fine quantization,so thatõ% ¿�� � Æ ��Á � õ% ¿(�^Á . Thus, the randomvariable ) with supportin I x Ö ¶ Æ Ö ¶ Á is introducedand the PDFT _ ¿��Ø{�ù � � �~x ��Á � T _ ¿�� { ) � �^Á is consideredin thefollowing.

First,Bayes’rule is appliedwhichyieldsT _ ¿��Ø{ ) � �^Á � T _ ¿��àÁ	T+*�¿,) � ��{ ÷ � �àÁT+*�¿-) � ��Á Æ for x/. æ0�÷æ . Û (51)

Next, T�*�¿-) � ��{ ÷ � �àÁ hasto be computed.Due to the quantizationinvolved in the embeddingpro-

cedure,an elegantclosed-formof T�* ¿,) � ��{ ÷ � �àÁ doesnot exist. Anotherdifficulty is the unlimited

supportof therandomvariable÷ . However, it turnsout that,for � ¶ 
 t � ¶ 
 ½ ~ 
 � Ñ��6ë and �0� �=  , asufficiently

accurateapproximationis obtainedby consideringonly �u9óI x21 Ö¶ Æ 1 Ö¶ Á .
With thisapproximation,theassumptionof whiteGaussianattacknoise3 of power � ¶ 
 andthenumeri-

cal represenationof T+*�¿(��{ �ÀÁ , (51)canbeevaluated,leadingto anumericalrepresenationof T _ ¿�� { ) � �^Á .
Applying theseresultto (50)yieldsthedesiredestimateõ% ¿(�^Á . For illustrationpurpose,Fig.21depictsthe

PDFsof ) andtheresulting õ4 for ±Y²[³ � ±Y²[³ ~ 
 � Ñ��6ë �=  Ü^Ý .
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B.2 AchievableDistortionReduction

Finally, theachieveddistortionimprovementis investigated.Theimprovementis measuredin termsof

thedifferencebetweenthe Ó^][³ (document-to-attackpower ratio) before( Ó^][³y5 ) andafter( Ó_]´³  � ) the

mapping,which is givenbyÓ^]´³´Ñ ê B � Ó^]´³  � x Ó^][³y5 �|¦@ ÊÉ Ë/Í ÄTÎ Ó�¿%� Æ ü/ÁÓ�¿%� Æ 
� Á Ü^Ý[Û (52)

Unfortunately, the result for ±Y²[³ � ±=²´³ ~ 
 � Ñ��6ë is ratherdisappointingwith a maximal distortion

improvementof Ó^]´³´Ñ ê B ½ êa`cb �a 8Û� �Ô"Ü^Ý . This valuehasbeenobtainedvia simulationsandnumerical

evaluationof Eá � ¬ ��� 5µ® � ¿ õ� x ÷àÁ ¶�� . Obviously, theoptimal quantizerstepsizein SCSis suchthat,after

AWGN attacks,the watermarkembeddingdistortion is no longer invertible. Fig. 22 depictsthe same

resultfor thecaseof theSCSquantizerstepsizedesignfor a noisepower being6 Ü^Ý above the given

channelnoisepower. In this case,themaximumdistortionimprovementis about2.2 Ü^Ý . Althoughthis

improvementmightbeof interestin practice,it is importantto emphasizethatsuchanimprovementcould

beobtainedonly for verymild channelconditions.Notethatthedependency of Ó^][³´Ñ ê B on the ±=²[³ is

dueto thevariablechoiceof µ dependingon the ±=²´³ .

It hasto beconcludedthat the inversionof SCSwatermarkingafterAWGN attacksis practicallyim-

possibleor at leastinefficient. Nevertheless,thederivedinverseSCSmappingmight beuseful.Suppose

theownerof a signalstoresonly theSCSwatermarked versionanderasestheoriginal. In this case,the

SCSwatermarkmight bedesignedfor strongrobustness,that is, low ±=²[³ s. However, evenwithout an

explicit attack,thewatermarkedsignalis slightly distorteddueto quantization,which might occurwhen
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storingthedata.This quantizationcanbeapproximatedby low-power noise.In sucha scenario,thein-

versescalingderivedfor thenoiselesscasemight benot appropriate,but theMMSE estimationremoves

agooddealof thedistortionintroducedby theSCSwatermark,asdemonstratedin Fig. 22.

VII I . CONCLUSIONS AND OUTLOOK

Informationembeddinginto IID original dataandan attackby AWGN hasbeeninvestigated.The

decoderhasno accessto the original data. This scenariocanbe consideredcommunicationwith side-

informationat the encoderfor that a theoreticalcommunicationschemehasbeenderived by Costain

1983.In this paper, asuboptimalpracticalversionof Costa’s schemehasbeenstudied.Thenew scheme

is named“scalarCostascheme”(SCS)dueto the involved scalarquantizationduringencodingandde-

coding.A performancecomparisonof differentblind watermarkingschemesshowsthatSCSoutperforms

therelatedDM techniquesfor low ±Y²[³ sandperformssignificantlybetterthanstate-of-the-artblind SS

watermarkingfor the relevant rangeof ±=²´³ s. The latter result is mainly dueto the independenceof

SCSfrom thecharacteristicsof theoriginalsignal.SCScombinedwith codedmodulationachievesarate

of 1 bit/elementat ±Y²[³ Ò äÀÛ ò Ü^Ý , which is within 1.6 Ü^Ý of theSCScapacity. For ±Y²[³ Ù ¦éÛ â Ü^Ý ,

SCScommunicationwith rate1/3turbocodingachieves Ý�ì ³wæ ¦@ Àíyî . For lower ±=²[³ s,SCSshouldbe

combinedwith thespread-transform(ST)techniquesothatSCSoperateseffectively ata ±=²´³ Ù ¦éÛ â Ü^Ý .

Two further topicsthatarerelevant for the usageof SCSin practicalinformationhiding systemsare

investigated.Thesearethe robustnessto amplitudescalingon the watermarkchannelandthe removal

of watermarkembeddingdistortionby authorizedparties.Robustnessagainstamplitudescalingcanbe

achievedvia robustestimationof theproperSCSquantizerstepsizeatthereceiverasdescribedin Sec.VI.

In Sec.VII, it is shown that the reductionof watermarkembeddingdistortionis possiblefor low attack

noise.

TheperformancegapbetweenSCSandICShasto bebridgedby constructingmorecomplicatedcode-

booksand by extendingthe embeddingand detectionrule to non-scalaroperations.Researchin this

direction hasbeenstarted,e.g., by Chou et al. [18]. However, SCSmight still remainan attractive

techniquefor many informationembeddingapplicationsdueto its simplestructureandhostsignalinde-

pendentdesign.
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