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Abstract

1 Researcloninformationembeddingndparticularlyinformationhiding techniquesasrecevedconsiderable
attentionwithin the lastyearsdueto its potentialapplicationin multimediasecurity Digital watermarkingwhich
is aninformation hiding techniquewherethe embeddednformationis robust againstmaliciousor accidentalat-
tacks,mightoffer new possibilitiesto enforcethe copyrightsof multimediadata.In this article,the specificcaseof
informationembeddingnto independenidentically distributed (1ID) dataandattacksby additive white Gaussian
noise (AWGN) is considered.The original datais not available to the decoder For Gaussiardata, Costapro-
posedalreadyin 1983a schemehattheoreticallyachiezesthe capacityof this communicatiorscenario.However,
Costas schemas not practical. Thus,severalresearclgroupshave proposedsuboptimalpracticalcommunication
schemedasedon Costas idea. The goal of this articalis to give a completeperformanceanalysisof the scalar
Costascheme(SCS)whichis a suboptimatechniqueusingscalarembeddingandreceptiorfunctions.Information
theoretichoundsand simulationresultswith state-of-the-artodingtechniquesare compared.Further reception

afteramplitudescalingattacksandtheinvertibility of SCSembeddingareinvestigated.
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. INTRODUCTION

ESEARCHon informationembeddindghasgainedsubstantiabttentionduringthe lastyears. This
R is mainly dueto the increasednterestin digital watermarkingechnologywhich potentially can
solve copyright infringementsanddataintegrity disputes.Digital watermarkings consideredstheim-
perceptible robust, secue communicatiorof informationby embeddingt in andretrieving it from other
digital data. The basicideais thatthe embeddednformation— thewatermarkmessage- travels with the
multimediadatawherever the watermarlked datagoes.Over the lastyears,mary differentwatermarking

schemedor a large variety of datatypeshave beendeveloped. Most of the work considersstill image
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data,but watermarkingf audioandvideodatais popularaswell. Theoreticalimits of digital watermark-
ing have beeninvestigatedsinceabout1999[1], [2], [3]. In generalwatermarkembeddingechniques
andattacksagainstwatermarkdave to be designedpecificallyfor certainhostdatatypes.A particularly
interestingcaseis thatof independenidenticallydistributed(lID) hostdataandattacksby additive white
Gaussiamoise(AWGN). Theanalysisof morecomplicatedscenarioganoftenbeascribedo thisspecial
cas€4], [5], [6].

In this paperwe focusoninformationembeddingnto 1ID hostdatafacingAWGN attacks.Through-
out the paper we denotethe investigatedscenarioas a watermarkingscenario. However, it shouldbe
emphasizedhat AWGN is not the optimum attackagainstembeddedvatermarkgor all typesof host
data. Thus, informationembeddingnight be a more correctterm thandigital watermarking sincethe
robustnessequirementis wealenendto robustnessagainstAWGN. We further constrainthe discussion
to blind reception meaningthatthe decodehasno accesgo the original data.

Fig. 1 depictsa block diagramof the consideredlind watermarkingscenario.A watermarkmessge
m is embeddedinto 1D original datax of power o2 to producethe watermarled datas. Thedifference
w = s — x is denotedthe watermarksignal Here, we consideronly embeddingechniquegiving a
zero-mearwatermarksignalw with power limited to o2,. Next, AWGN v of power o2 is addedto the
watermarkddatas. ThisprocessdenotedWGNattad, producegheattadkeddatar. Theattaclkeddata
r isidenticalto thereceiveddatar, whichis inputto thewatermarkdecoderTheembeddingorocessand
decodingprocesds dependenbn the key K to achieve securityof the communication.Usually, a key
sequencd with thesamdengthasx is derivedfromthekey K. In this paperx,w,s,r, andk arevectors
of identicallength L., andz,,,w,,sy,r, andk,, referto theirrespecire nth elementsRandonvariables

arewritten in Sans Serif font, e.g.,x for ascalarandomvariableandx for a vectorrandomvariable.

¢

m w s=xt+w r m
— Encoder by Decoder e

Fig. 1. Blind watermarkcommunicatiorfacingan AWGN attack

Watermarlkcommunicatiorasshavnin Fig. 1 canbeconsideredscommunicationvith side-information

at theencoder This hasbeenfirst realizedin 1999by ChenandWornell [7] andCox, Miller andMcK-
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ellips [8]. ChenandWornell introducedan importantbut almostforgottenpaperby Costainto the wa-
termarkingcommunity Costa[9] shaved theoreticallythatthe channelcapacityfor the communication
scenariadepictedn Fig. 1 with anlID Gaussiarhostsignalx is

1 o2,
Cics = 2 log, (1 + ?) ; (1)

v

independenbf 2. Thesuffix “ICS” standsfor ideal Costascheme andis usedhereto distinguishthe
theoreticaperformancdimit from thatof suboptimakchemesliscussedelov. The performancef ICS
dependsolely on the watermark-to-nisepower ratio WNR = 10log;y (02, /o2) [dB]. Theresult(1) is
surprisingsinceit shavs that the original datax neednot be consideredasinterferenceat the decoder
althoughthe decoderdoesnot know x. Costapresentsa theoreticschemewhich involves a random

codebook/L= whichis

Z/{Lm = {lll:Wl—I-aXl ‘ 16{1,2,...,Lu},

W~ N(an-ngLz)’x ~ N(Oaa)z(ILx)}a (2)

wherew and x arerealizationsof two L, -dimensionalindependentandomprocessesw andx with
Gaussiarprobability densityfunction(PDF). Ly, is thetotalnumberof codeboolentriesand/y,, denotes
the L,-dimensionaldentity matrix. For securewatermarkingthe codebookchoicemustbe dependent
onakey K. Thereexistsatleastonesuchcodebooksuchthatfor L, — oc thecapacity(l) is achieved.
Notethatthe optimumchoiceof the parameterr depend®nthe WNR andis givenby

tos = 2 = : ©)
Aies = 02 + o2 1+ 10~ WNR[dB]/10°

Theideal CostaschemgICS) is not practicaldueto the involved hugerandomcodebook.Therefore,
ses/eral suboptimalimplementationf ICS have beenproposedsince 1999. A natural simplification
of ICS is the usageof a structuredcodebookl/“=, which in the mostsimple casecan be constructed
by a concatenatiomf scalaruniform quantizers.This approachconstrainedo a sample-wisg(scalar)
embeddingandextractionrule, is denotedn this article asscalarCostascheme(SCS).Theaccurateand
completeperformancenalysisof SCSis the maintopic of this paper

Before discussingSCS,we give a brief review of relatedresearcton the implementatiorof Costas
scheme. Chenand Wornell developedin 1998 quantizationindex modulation(QIM) which provides
good performanceor low channelnoise,but is not robust for channelconditionswith o2 > &2, [10],
[1]. In 1999,they improvedthe QIM ideausingCostas approaclandnamedthe nev schemeQIM with

distortion compensatiofDC-QIM) [11]. Most of the work of ChenandWornell concentratesn high
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dimensionakEmbeddingechniquesvherethe dimensionalitytendsto infinity. This approactenableghe

analyticalderivation of performanceéboounds.However, little is saidaboutthe performanceof currently

implementableschemesFurther simulationresultsusingstate-of-the-arthannelcodingtechniquesre

not provided. ChenandWornell alsodiscussa simplificationof DC-QIM wherethe indexed quantizers
arederived via ditheredprototypequantizes.This techniquels investigatedoarticularlyfor the caseof

uniform scalarprototypequantizerswhich is denotedasdistortion compensatedither modulaton(DC-

DM). ChenandWornell presenta coarseperformanceanalysisof DC-DM thatis basedon minimum-

distanceagumentsandthe variancef the watermarkandthe attacknoise.However, the specificshape
of the involved PDFsof the transmittedand receved signalsare not modelledaccuratelyso that tight

performancdimits cannotbe computed.

RamkumarandAkansu[12], [13], [14], [15], [16] proposea blind watermarkingechniquebasedon
periodicembeddingand receptionfunctionsfor self-noisesuppressiorhost signalinterferencereduc-
tion). In particularlow dimensionaklersionsof this approache.g.,with scalarembeddingandreception
functions,arecloselyrelatedto suboptimaimplementation®f Costas scheme RamkumamandAkansu
considerduringtheir analysisa propermodellingof the PDFsof the transmittedsignals.However, their
analysisof the recever performancdnvolves approximationghat are only valid if adjacentcodebook
entriesfor identical messagesre far from eachother This assumptioris not valid for a large range
of practicallyrelevant WNRs. Further Ramkumarand Akansupresenta capacityanalysisbasedon an
equialentnoisevariancederived from the PDFsof the transmittedsignal. This analysisis a good ap-
proximationonly for low WNRs. For high WNRs, evaluationof the presenteatapacityformularesults
in valuesabore the Shannorimit. Neverthelessjt shouldbe emphasizedhat certainversionsof the
techniqugproposedy RamkumamandAkansushav goodperformancearticularlyfor very low WNRs.
SCSoutperformgheir approachin therangeof typical WNRs only slightly [17].

Chouetal. [18] exploit the duality of communicatiorwith side-informatiorat the encodelto source
coding with side-informationat the decoderto derive a watermarkingschemebasedon trellis-coded
guantization.This work canbe consideredasan extensionof the researclon practicalimplementations
of Costas schemen thedirectionof highdimensionabmbeddingndreceptiorrules.However, research
in thisdirectionis difficult andlittle progresfhiasbeenmadewithin thelastyears.Up to now, performance
resultsthat are betterthanthe theoreticalcapacitylimit of ST-SCSpropose(seeSec.V) have not been
published.Latestresultsby Chouetal. [19] shav at leasta slight improvementof turbo codedtrellis-

basedconstruction®ver simpleSCScommunicatiorusingcodedmodulationtechniquesNote alsothat
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SCScommunicatiomrmight still remainattractve dueto its simplicity even if superiorperformanceof
highdimensionaembeddingechniquexanbe shawvn in future.

Notealsothatprinciplesof Costas work oncommunicatiorwith sideinformationhave recentlygained
someattentionwithin multiusercommunication$20], [21], [22].

The goal of this paperis to summarizetheoreticaland experimentalresultson the performanceof
the practical SCSembeddingand receptiontechnique. An accurateperformanceanalysisis basedon
properlyderved PDFsof thetransmittedandreceved data.Further a comparisorof the performancef
state-of-thart codingtechniquesvith theoreticalperformancdimits is given. In Sec.ll, SCSis derved
formally andthe encodinganddecodingprocesss outlined. Theoreticalperformancdimits of SCSare
derivedin Seclll. Experimentatesultsfor SCScommunicatiorathighrates(low noisepower) aregiven
in Sec.lV. Sec.V discusseSCScommunicatiorat low rates,whichis particularlyimportantfor robust
digital watermarking.Sec.VI discusseshe importantextensionof the AWGN attackto an attackwith
additionalamplitudescaling.An efficient algorithmfor the estimationof suchamplitudescalingattacks
is presentedFinally, the invertibility of SCSwatermarkembeddings investigatedn Sec.VII, whichis
of interestif the distortionintroducedby watermarkembeddingshouldbe reducedor evenremoved by

thelegal userof awatermarkd document.

Il. SCALAR COSTA SCHEME

For a practicalimplementatiorof Costas schemethe usageof a suboptimal structuredcodebookis
proposedwhile leaving the main conceptof Costas schemeunchanged.Besidesbeing practical,the
developedschemds independentrom the datadistribution. This propertycanbeachievedfor aproperly
choserembeddindey sequencé [5], [6]. Whenno key is used,a reasonablysmoothPDF p, (z) and
a2 > o2, 02 mustbe assumed.To obtaina codebookwith a simple structure /%= is chosento be a
productcodeboolof dithereduniform scalarquantizerswhich is equialentto an L -dimensionaktubic

lattice[23].

A. SCSEncoder

First, the watermarkmessagen = b, whereb is a binary representatiorof m, is encodednto a
sequenceof watermarklettersd of length L,. The elementsd,, belongto a D-ary alphabetD =
{0,1,...,D — 1}. D-ary signalingdenotesSCSwatermarkingwith analphabetD of size D = |D|.
In mary practicalcasesbinary SCSwatermarkingd, € D = {0,1}) will beused.

Second the L ,-dimensionalcodebook//= of Costas schemeis structuredas a productcodebook
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Uls = Y otf! o --- o Y* of L, one-dimensionatomponenicodebookd/!, whereall component
codebooksareidentical. For D-ary signaling,the componentodebookl/! mustbe separatednto D
distinctpartssothat

U'=UgUUF U VU U---UU_ . (4)

Thecodebookl/! is choserto beequivalentto therepresentates of a scalaruniform quantizemwith step

sizea/A /D, whichis formally denotedas
1 d
Uu = u:laAJrBaAdeD,leZ . (5)

[ enumeratesll quantizerepresentatesof a prototypescalarquantizemwith stepsizeaA, andd intro-

ducesa shift of the prototypequantizer The dth sub-codebookf /! is givenby

Uj = {u:laA+%aA

leZ}, (6)

sothateachsub-codeboois equivalentto therepresentatesof a scalaruniform quantizemwith stepsize
aA.

A simpleandefficientencryptionrmethodfor the SCScodebooks thederivationof acryptographically
securepseudo-randorsequencd from thewatermarkkey K, with k,, € [0, 1), andthe modificationof

eachcomponentodebooksothat

Ut(k,) = {un = (I +kp)aA + %”aA

dneD,leZ}. 7)

Withoutknowing k, it is practicallyimpossibleto reconstructhe codebook/*= (K') usedfor watermark
embeddingNotethatthepresente@ncryptiondoesnotmodify any codebookpropertieseingimportant
for communicatiorreliability, e.g.,thedistancebetweerdifferentcodeboolentries.

For a Costa-typeembeddingof the watermarklettersd ajointly typical pair (ug, x) hasto befound,
which is equialentto finding a sequencey = w/a = (ug/a) — x which is nearly orthogonalto x.
This searchcanbe consideredalsoas quantizationof x with an L,-dimensionalquantizer whereeach
quantizerepresentate is derivedfrom the codeboolentriesu € ¢/%= viau/a. We proposeaschemen

thatthis processs reducedo the sample-wis@peration

(eesEon)
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whereQa {-} denotesscalaruniform quantizatiorwith stepsize A. Finally, the transmittedvatermark
sequenceés givenby

W = ug — aX = aq, €)

andthewatermarlkddatais

s=x+w=x+aq. (10)

A block diagramof the presentedvatermarkembeddingschemeis depictedin Fig. 2. Fig. 3 shawvs
an exampleinput-outputcharacteristidor « = 0.6. The embeddingof d,, € D canbe expressedas
subtractie ditheredquantizationwhereA(k,, + d,,/D) is the dithersequencandA is the stepsizeof
the uniform scalarquantizer Note thatthe quantizatiorerrorq andthusalsow, is almostorthogonato
the quantizerinput x for analmostuniform original dataPDFin the rangeof one quantizatiorbin. For
thegivencodeboolencryptionby auniformly distributedkey sequencé, it canevenbeshown [24], [25]
thatq andw arestatisticallyindependentrom x, asit is in Costas ideal scheme Further the power of
the quantizatiorerroris awaysE {q?} = A?/12 for thegivendistribution of thekey sequence.
SCSembeddingdependsn two parametersthe quantizerstepsize A andthe scalefactora. For a

R 2
givenwatermarkpower o;,, theseparameterarerelatedby

2 1202 wV 12
Q=g o =y e TV S (11)
E{q?) A? A

Costa[9] determinednig, asdefinedin (3), to be the optimumvalue of « for the codebook(2). For a

suboptimakodebooke.qg.,the productcodebookof scalaruniform quantizersisedin SCS,the optimum
value of « can be different. However, no analyticalsolution hasbeenfound yet. In Sec.llI-C, the

optimumvaluefor « in SCSdependingpnthe WNR, is computechumerically

B. SCSDecoder

SCSdecodings verysimilarto thedecodingprocessn ICS, exceptthattheproductcodebook/ ™= (K) =
Ut (ko) oU (k1) o---oU (K, 1), withUd! (k,,) asin (7),is used.Treatingthis codebookasa quantizer
thedecodemctsasif it quantizeghereceveddatar = x + w + v to the closestcodebookentry From
this view of the decodingprocessa soundinterpretationof the encodingprocesgesults: The encoder
perturbgheoriginal datax by w to form thetransmitteddatas = x + w sothat,with high probability r
will fall into thecorrectlyindexed quantizatiorbin. Simplehard-decisiordecodingof thenth watermark

letterd,, is achieved by scalarquantizatiorof r,, with ¢/ (k,,).
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Fig.2. SCSwatermarkembeddingf thewatermarletterd,,, encryptedwith key k,,, into theoriginaldataelement
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Fig. 3. Input-outputcharacteristidfor SCSembeddinda = 0.6; d, = 0; k,, = 0).

In generalthedecodingeliability canbeimprovedby decodinganentirewatermarHettersequencél,
wherethe known encodingof m into d canbeexploitedto estimatethe mostlikely d, or equivalently, to
estimatehe mostlikely watermarkmessagen. The simplecodebookstructureof SCScanbe exploited
to efficiently estimated. First, datay is extractedfrom the receved datar. This extraction process

operatesample-wisewherethe extractionrule for thenth elements

Yn = (O {'rn - knA} - (Tn - knA) (12)
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For binary SCS,|y,| < A/2, wherey,, shouldbe closeto zeroif d,, = 0 wastransmittedandcloseto
+A/2 for d,, = 1. Seconddependingnthetype of errorcorrectionencodingof d, soft-inputdecoding
algorithms e.g. a Viterbi decoderfor convolutional codes canbeusedto decodefrom y the mostlikely

transmittedvatermarkmessagen.

C. Quantizationindex Modulationand Dither Modulation

Quantizationindex modulation(QIM), asdescribedn [10], [26] is a specialcaseof Costas scheme,
wherea = 1 regardlessof the WNR. As aresult,QIM canachieve the capacityof ICS asthe WNR
tendsto infinity. However, for o2 > o2, whichis relevantin watermarkingapplicationsreliablecommu-
nicationis difficult sincethe quantizercellsaretoo small. Dither modulation(DM) with scalarprototype
guantizersasdescribedn [10], [26], relatesto ageneralQIM schemdike SCSrelatesto anideal Costa
scheme.Note that throughoutthis paperDM is always consideredo operatewith uniform scalarpro-
totypequantizers.Then,DM canbe considereda specialcaseof SCS,wherea = 1 regardlesof the
WNR. Sincea is optimizedin SCSfor eachWNR (seeSec.lll-C), SCScannever performworsethan
DM. In [11], [27], ChenandWornell discussthe extensionof QIM using Costas ideas,anddenotethe
derived schemeas QIM with distortioncompensationvhich is basicallyCostas schemedescribedn a

differentway.

I1l. THEORETICAL PERFORMANCE ANALYSIS

The performancdossof SCScomparedo ICS, anda performanceomparisorof SCSandDM is of
interest. Further the optimizationof the parametek in SCSis desired. Performances consideredn
termsof the watermarkcapacityof the specificschemesn caseof an AWGN attack. The basisfor an
accurateperformancesvaluationare stochastianodelsfor the watermarkd datas andfor the extracted
datay. With thesestochasticmodels,the capacitiesof SCSand DM in caseof AWGN attacksare

computed.The capacitycomputatiorfor SCSinvolvesthe optimizationof the parametery.

A. Distribution of Watermarled Data

Due to the simple codebookstructurein SCSand DM, the sample-wiseembeddingand extraction
procedureandthellD originaldata,s canbe considered realizationof anlID stochastigprocess with
the PDF ps (s). For performanceevaluationof the consideredvatermarkingschemesthe conditional
PDFsps (s|d, k) for all d € D arerequired.Conditioningon thekey & is necessarginceotherwisethe

key hidesary structureof the watermarlkd data. For simplicity, ¥ = 0 is assumedor the presented
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illustrations.

SCSandDM arebasednuniform scalarquantizatiorwith stepsizeA. It is assumedhatthehostdata
is almostuniformly distributed over therangeof severalquantizetins. This assumptioris reasonablén
mostwatermarkingapplicationswherethe host-datgpower is muchstrongerthanthe watermarkpower
(62 > o2). Notethatthe introducedassumptionsnay no longerbe valid in caseof SCSembedding
for strongattackssince A might becomequite large. For the following analysisit is not necessaryo
accuratelynodelthe PDFp; (s|d, k) for all possiblevaluesof s. It is sufficientto have anaccuratenodel
for s in therangeof severalquantizetins. Thus,for mathematicatonvenienceps (s|d, k) is considered
periodicwith period A.

With theintroducedassumptiongheshapeof oneperiodof ps (s|d = 0, k), denotedy ps (s|d = 0, k),
canbeeasilydervedfrom theembeddingulesfor SCSandDM:

DM: ps (s|d =0,k) = 4&(s) (13)

SCSips (s|d = 0,k) = ﬁrect (ﬁ) (14)

d () denoteghe Dirac impulseandtherectangulasignalis rect (a) = 1 for |a| < 0.5 andrect (a) = 0
for |[a|] > 0.5. The PDFsps (s|d # 0,k) are almostidenticalto ps (s|d = 0, k) exceptfor a shift by
d/D - A, thatis
ps (s|d, k) = ps (s— %A‘dzO,k) (15)
for bothwatermarkingschemes.
Fig. 4 depictsqualitatively the PDFsof the transmittedvalue s in caseof binary signaling(d € D =
{0,1}) for bothconsideredschemesNotethatps (s|d = 0, k) andps (s|d = 1, k) may evenoverlapfor

low WNR andthatthechoiceof A canbequitedifferentfor bothschemesvhichis notreflectedn Fig. 4.

B. Distribution of ExtractedReceivedata

In this article, attacksby AWGN independenfrom the original dataand the watermarksignal are
consideredThus,thePDFof thereceveddatar is givenby theconvolution of the PDFof thetransmitted

datas andthe PDFp, (v) of theadditve channehoise:

pr(rld k) = ps (rld, ) * py (1) (16)
perll) = =S p, (rld, k), a7)
Pl

where'x’ denotescorvolution. (17)is valid for Prob (d) = 1/ |D|. Sinceit is assumedhatps (s|d, k)

is periodicwith period A, p, (r|d, k) is also periodic with period A. One suchperiodof p, (r|d, k)
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Fig. 4. Qualitative diagramof the PDFsp; (s|d = 0,k = 0) (“—") andps (s|d =1,k = 0) (“— —") of thewater
markeddatas for binarydithermodulation(DM) andthe scalarCostaschemgSCS).

is identical (except for a normalizationfactor) to the PDF p, (y|d, k) of the extracteddatay, where
extractionwith the correctkey is assumedA simpleanalyticalexpressiorfor p, (y|d, k) is notknown.
Thus,p, (y|d, k) is computednumericallyasdescribedn [5], [6], [17]. Notethatevenfor DM anda
GaussiafPDFp, (v) thePDFof therecevedvaluewill notbeexactly GaussianPeriodicallyoverlapping
GaussiarPDFshave to be consideredlueto the multiple representationf the watermarletters.
Theupperplot of Fig. 5 depictsoneperiodof the PDF of thewatermarkd elementss conditionedon
thetransmittedvatermarletterd, andk = 0 for binary SCS.Thelower plot shavs therespectire PDFs
of the extractedreceved elementg, afteran AWGN attack. In caseof usinganincorrectkey k at the
recever, thedistribution of p, (y|d) will beuniformfor ary possiblerecevedsignal. Thisis indicatedby

thedottedline in the lower plot of Fig. 5.
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Fig. 5. One period of the PDFsof the watermarled datas and the extracteddatay for binary SCS(¢2=1,
WNR = 2dB, A = 5.7, a = 0.61). Thefilled areagepresenthe probability of decisionerrorsassumingi = 0
wastransmitted.

C. CapacityComputatiorand OptimumSCSStepSize

For the discretememorylesschannel, Gel'fand and Pinsler [28] and Heggard and EI Gamal[29]
shavedthat,for communicatiorwith sideinformationat the encoderthe capacityis givenby
C = pu;jr(%lz)(f(m r) — I(u;x)), (18)
wherethe maximumis taken over all joint PDFsof the form py (z)py.w (u, w|z) p, (r|w, z) andwhere
u is anauxiliary randomvariableand I (u; r) andI(u; x) denotethe mutualinformationbetweenu and
the receved datar andthe mutualinformation betweenu andthe side information (the original data)
x, respecirely. At the encoder a specificrealizationof v is chosendependingon the messagen to
be transmittedandthe sideinformationx availableto the encoder Appropriaterealizationsof v for all

possiblemessages: andall possiblesideinformationx arelistedin acodebool/, whichmustbeknown
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to theencoderanddecoder (18) shavs thatthe capacityof communicatiorwith sideinformationatthe
encoderis given by the differenceof informationthat the codeboolki/ givesaboutthe receved datar
andaboutthe sideinformationx. In general,maximizationover all possiblecodebook$/ andover all
correspondingmbeddindgunctionsis required.Here,the capacityof the suboptimunscheme®$M and
SCSis consideredSCSis constrainedo acodeboolkbasedn scalarquantizersywhich areparameterized
by a andA asshawvn in (5). a andA arerelatedfor fixed embeddinglistortionby (11). Thus,thereis

only onefree codebookparametefor fixedembeddinglistortionsothatthe capacityof SCSis givenby
Cscs = max I(y; d). (19)
o]
DM is aspecialcaseof SCSwith o = 1 sothatthe capacityof DM is directly givenby

Cpm = I(y; d) (20)

a:l'
Thewatermarkmessagés encodedsuchthatfor eachdataelement@analphabe® = {0,1,...,D —1}
of watermarklettersis used,whereeachletteris equiprobable.Thenthe mutualinformationI(y; d) is

givenby [30]
Iy:d) = — / py (k) logs py (y1k) dy

1
552 [y 0l 0 10g; py (01d, ) dy.
deD

(21)
It canbeobseredthat(y; d) is completelydeterminedby the PDFsp, (y|k) andp, (y|d, k) asderved

in Sec.llI-B for the caseof AWGN attacks.
For SCS, it is not possibleto computethe maximizationover « in (19) analytically sincep, (y|k)
andp, (y|d, k) aregiven numerically Thus, « is optimizednumericallyfor WNRs in the rangeof -
20 dB to 20 dB. Theresultingvaluesfor . areshawvn in Fig. 6 and corresponding/aluesfor A are

shawvn in Fig. 7. An approximatie analyticalexpressionfor the optimumvalue of « hasbeenderived

/ 2
o
QSCS, approx = 012/"‘7;710\2/' (22)

Ascs, approx = V12 (02 + 2.7102). (23)

experimentallywhichis

This leadswith (11) to

Fig. 6 andFig. 7 shav alsothe optimumvalue of g derved by Costafor ICS (see(3)) andthe corre-

spondingvaluefor A whenusingaj.g in SCS.It canbe obsered that oj.¢ is almostidenticalto the
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Fig.6. Codebookparametery

optimumvalueagg for SCSin caseof positve WNRs. However, for negatve WNRS, afq is toosmall
for SCS.In this case,ascs, approx definedin (22) is a betterapproximatiorfor the optimumvalue of «

for SCS.

D. Capacityof SCSWatermarkingfacing AWGNattadks

Fig. 8 compareshe capacitief ICS, binary SCS,binaryDM, andblind spread-pectrum(SS)water
markingfor AWGN attacks.SCSwatermarkingloesnotachieve capacitybut is nottoofarfrom anideal
schemeeither DM performspoorly for negatve WNRs, wherethe optimumvalueof « is significantly
smallerthanl.

Thetermspread-pectrum(SS)watermarkinghasbeenestablishedh thewatermarkingcommunityfor
watermarkembeddingoy the addition of a statisticallyindependenpseudo-noisaignalw with power
a2 which is derived from the watermarkmessagen andthe key K. SSwatermarkingis one of the
first methodsusedfor watermarking(e.g.,[31], [32]) andis still the mostpopularone. For a Gaussian

original signal, AWGN attack,andfor a Gaussiawatermarksignalw ~ N(0, o2,) the capacityof blind
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Fig. 7. Codebookparameten for o2, = 1

SSwatermarkings givenby the capacityof an AWGN channel[30], thatis

1 a?,

Notethato? > o2 ando? > o2 within commonwatermarkingscenarios.Thus, the performanceof
blind SSwatermarkingfacingan AWGN attackis mainly determinedoy the document-to-vatermark
power ratio DWR, = 101log;,(02/02,) [dB]. This shaws that blind watermarkreceptionsuffers sig-
nificantly from original signal interference. The depictedcapacityof blind SS watermarkingis for
DWR = 15 dB. For weakto moderatelystrongattacks(i.e., WNRs greaterthanabout—10 dB) SCS
watermarkingoutperformsSS watermarkingby far due to the dataindependenhatureof SCSwater
marking. However, Fig. 8 alsorevealsthatfor very strongattacksfWNR < —15 dB), blind SSis more
appropriatehanSCSwatermarkingsinceherethe attackdistortiondominategossibleinterferencérom
theoriginal signal. Note thatICS outperformsblind SSwatermarkingor all WNRs.

Fig. 8 shaws alsothatthe binary SCScapacityis limited for high WNRs dueto the binary alphabet
D of watermarkletters. Increasingthe size D of the signalingalphabetD enableshighercapacitiesor

high WNRs asshavn in Fig. 9. It canbe obsered thatfor very large signalingalphabetsthe capacity
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Fig. 8. Capacityof blind watermarkingfacingan AWGN attackcomparedor ICS, binary SCS,binary DM, and

blind SSwatermarking.

of SCSapproacheslowly the capacityof ICS, or equvalently C'y-q(WNR) is slightly steeperthan
C1cs(WNR) for high WNRs.

IV. HIGH-RATE SCS COMMUNICATION

High-rateSCScommunicatioris of interestfor scenariosvith low attacknoise,for instancejf infor-
mationembeddingnto analogchannelss desired33], [27], [34]. Here,informationembeddingtrates
R > 0.5 bit/elementis consideredchigh-ratewatermarking sincefor theseratesthe capacityof binary
SCSis significantlylower thanfor D-ary signalingwith D > 2, asshavn in Fig. 9. It canbe obsered
thatthe size of the alphabetD hasa significantinfluenceonly for WNRs larger thanabout= 4 dB, or
equialently R > 0.6 bit/element.

Codedmodulationtechniquesareusedto combineD-ary signalingwith binary errorcorrectioncod-
ing. Here,the performanceof SCSat R = 1 bit/elementis investigatedor differentcodedmodulation

techniques.As shavn in Fig. 9, for R = 1 bit/element,3-ary signalingis asgoodas D-ary signaling
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Fig. 9. Capacityof ICS and D-ary SCSwatermarkingacingan AWGN attack.

with D > 3. Exampledor 4-ary and8-ary signalingarediscussedheredueto their efficientcombination
with binary coding techniques.4-ary signalingis usedfor the classicaltrellis coded modulation with
convolutional codes(CC-TCM) as proposedoy Ungerboecld35]. 8-ary signalingis usedin combina-
tion with a new trellis codedmodulationschemewith serial concatenatedodesand iterative decoding
(SC-TCM). A detaileddiscussiorof codedmodulationis beyond the scopeof this work. More details
on thesespecificcodedmodulationschemesregivenin [4], [5]. Themaingoalis to demonstrat¢hat,
with R = 1 bit/elementjow bit-errorrates(BER < 10~?) canbeachiezedwithin 1.6 dB of the capacity
Cscs-

Bit-error rates(BERs) around10~> are achieved by CC-TCM and SC-TCM for WNR > 9.3 dB.
The bestperformancdor BER < 1075 wasachiered by SC-TCM, with a minimumrequiredWNR ~
8.3 dB. However, notethatthe computationatompleity of ST-TCM andthe codevord length(10,000
information bits) is also quite large comparedto CC-TCM. Fig. 10 compareghe measuredninimum
WNR for achi&ing BER < 10~° with SC-TCMandCC-TCMwith thecapacityof SCSandICS.Ideally;
SCSwith R = 1 bit/elementis possiblefor WNR > 6.7 dB. Thus,the discussecodedmodulation
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Fig. 10. SCSwatermarkcapacitycomparedvith measuredesults(BER < 10~3) usingtrellis codedmodulation.

schemegsomewithin 1.6 — 2.6 dB of anoptimal codingschemeor SCS.Thedistanceto ICS is about

3.5 dB.

V. Low-RATE SCS COMMUNICATION

In mostwatermarkingapplications,the attack distortion can be at leastas large as the watermark
embeddinglistortion. For thecaseof AWGN attacksthis meanghata WNR, of aboutO dB or lessmust
beconsideredFor thesedistortionlevels,reliablewatermarkcommunicatiorcanbeachieved only atlow
rates.

Binary SCSis sufiicient for low-ratewatermarking.Thus,thewatermarkmessagen, representetly a
binarysequencd, hasto beencodednto asequencéd, = d of binarywatermarkettersd,, € {0,1}. In
orderto achieve communicatiorwith low errorrates,eachbit of b hasto be embeddededundantlyinto
theoriginal datax. Differentmethodgor theredundanembeddingf b areinvestigatedelav, andtheir

performancdor an AWGN attackis compared.
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A. RepetitionCodingand SpeadTransform

Thesimplestapproactior theredundanembeddingf theinformationbits b into the original datax is
therepeatecd@mbeddingf eachbit. An alternatve approactior redundanembeddingf theinformation
bits b into the original datax is the spread-transforn(iST) techniqueasproposedn [7]. We foundthat
repetitioncodingwith SCSperformsworsethanST with SCS(ST-SCS)which is not obvious at thefirst
glance.Here,weillustratethereasorfor this result.

Let p denotetherepetitionfactorfor SCSwith repetitioncoding,e.g.,oneinformationbit is embedded
into p consecutie dataelements.However, insteadof decidingfor eachextractedvaluey,, whattrans-
mitted watermarkletter d,, is mostlikely, the decodercandirectly estimatethe mostlikely transmitted
watermarkinformationbit from p consecutie extractedvaluesy,, [4], [5].

Spreadransformwatermarkinghasbeenproposedy ChenandWornell[7]. A detaileddescriptionof
thistechniquecanbefoundin [7], [4], [5]. Here,we focusonthe generabrinciple. In ST watermarking,
the watermarkis not directly embeddednto the original signalx, but into the projectionx>T of x onto
arandomsequenceé. Notethattheterm*“transform”, asintroducedby ChenandWornell, is somavhat
misleadingsince ST watermarkings mainly a pseudo-randorselectionof a signalcomponentST to
bewatermarked. All signalcomponent®rthogonalto the spreadingrectort remainunmodified.Let 7
denotethe spreadingfactor, meaningthe numberof consecutie original dataelementse,, belongingto
oneelementzS? .

For watermarkdetectionthereceveddatar is projectedontot, too. ThebasicideabehindST water
markingis thatany componenbf the channelnoisev thatis orthogonalto the spreadingvectort does
not impair watermarkdetection. Thus, an attacler, not knowing the exact spreadingdirectiont, hasto
introducemuchlargerdistortionsto impair a ST watermarkasstrongasa watermarkembeddedlirectly

into x. ForanAWGN attack the effective WNR,; after ST with spreadindactorr is givenby
WNR,; = WNR; + 10log;, 7 (25)

Thus,doublingthe spreadindengthr givesanadditionalpowver advantageof 3 dB for the watermarkin
the ST domain.However, notethatrepetitioncodingandST with p > 1 and7 > 1, respecttely, achieve
morerobustnessagainstattacknoiseat the costof a reducedwatermarkrate. For a fair comparisorof
SCSwith repetitioncoding and ST-SCSthe watermarkrate of both schemeshouldbe equal,i.e. the
repetitionfactorandthe spreadingactorshouldbeequal(p = 7).

The BERs for SCSwith repetitioncodingandST-SCSafteran AWGN attackhave beenmeasuredor
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differentWNRs. Fig. 11 shaws simulationresultsfor p = 2,4,8 andr = 2,4, 8. It hasbeenobsenred
that ST-SCSyields significantlylower BERs thanSCSwith repetitioncodingat the samewatermarking
rate. The predictedWNR gainof 3 dB for the samedecodingreliability by doublingr canbe obsered.
However, the WNR. gainfor SCSwith repetitioncodingis lessthan3 dB whenp = 2. Theobsered

effect canbe explainedby examiningthe specificstructureof the codebook/ in SCS.

BER

repetition p=2
—O- ST 1=2 ‘ ‘ ‘ ]

o —— repetition p:4 REEEERETEEE R SRR ey N\ .
10_4:' {>_STT24 ::::::;::::::::::::::::::::::::::::::::: ‘

Srepetiionp=s| bk
—- ST 1=8 [ SUREDE SUREDE SRR ‘\.\ ..... ]
B ouncoded i BT ]
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10 1 1 1 1 1 1 1 1
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WNR [dB]

Fig. 11. BER for SCSwith repetitioncodingandST-SCSwatermarking For identicalwatermarkingates(r = p),
ST-SCSyieldslower errorratesthanSCSwith repetitioncoding.

The multiple representationsf a singlewatermarkletter d,, by several pointsin the signalingspace
leadto mary nearesneighborswhich canleadto decodingerrors. Fig. 12 shaws a sectionof the two-
dimensionaPDFsof pairsof receved dataelements-, in the caseof aninformationbit b, = 0 for SCS
with repetitioncodingwith p = 2; bright areasndicatehigh probabilities. The key sequenc hasbeen
setto zerofor illustrationpurposesThecirclesandcrosseslepictthe codebookentriescorrespondingo
atransmittedvatermarkbit b, = 0 andb,» = 1, respectiely. Eachcircle is surroundedy four nearby
crossesFig. 13shavsthecorrespondingwo-dimensionaPDFsin thecaseof ST-SCSwith 7 = 2, where

the spreadinglirectiont waschoserto bethe maindiagonal.Obviously, ary noisethatis orthogonalo
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t doesnot affect the decisionwhetherthe transmittecbit wasO or 1. Further eachcircle is surrounded

only by two crosses.Thus, the probability that AWGN pushesvatermarkd datainto the areawherea

decodingerroroccursis lower for ST-SCSthanfor SCSwith repetitioncoding.

Fig. 12. Receptionstatisticsfor SCSwith repetition Fig. 13. Receptiorstatisticsfor ST-SCSwith 7 = 2.
codingwith p = 2.

Pleasenote that the advantageof ST-SCSover SCSwith repetitioncodingis only possibleif the
spreadinglirectiont is notknown to anattacler. Otherwise anattacler would placeall the noisein the
directiont andthe WNR-adwantagevanishes Further ST-SCSwatermarkingwith large spreadingac-
torsT mightbeimpracticalsinceperfectsynchronizatiorof the completespreadingrectort is necessary
In contrastdecodingin the caseof SCSwith repetitioncodingis possiblewhenonly someof the water
marked dataelementsaresynchronizedAnotherpotentialproblemwith large spreadingactorsr is that
theoriginal-datapowerin the ST domainmight becomesolow thattheassumptionthatthe original data
is approximatelyuniformly distributedin therangeof onequantizercell no longerholds;this assumption
is usedin quantizatiorbasedvatermarkingschemedike SCSandDM. As a consequencehe power of
the watermarkcanno longerbe predictedoy A?/12. However, this problemcanbe avoidedby usinga

key sequencé (Sec.ll) thatactsasa dithersequencéhatensuresa quantizatiomoisepower of A?/12.
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B. Capacityof SFTWatermarkingand Optimal SpeadingFactor

ST-SCSwatermarkingshouldbe considerea differentsuboptimalapproacho implementatransmis-
sion schemewith sideinformationat the encoder Thus,the achiezablerate of ST-SCSmight be larger
thanthat of SCS.Note that ST-SCScannever performworsethan SCSsinceSCSis a specialcaseof
ST-SCSwith 7 = 1. Theoptimumchoiceof the spreadindgactorr for attacksof differing noisepowers
is investigated.

Let CST,T(WNR) denotethe capacityof a specificwatermarkingschemecombinedwith a spread
transformwith spreadindgactorr for an AWGN attackwith given WNR. C ST,I(WNR) is the capacity
of therespectie schemewithout ST. The performancef ST watermarkingcanbe computedrom thatof

therespectre schemewithout ST by

C WNR
Csr,r (WNR) = % (26)

with WNR, = WNR + 10log,, 7.

Applying the ST techniquethe capacityof SCSand DM watermarkingcanbe improved for WNRs
lowerthanacertainWNRc.it [4], [5]. For WNRs > WNR,it theoptimalspreadindactorr is1,i.e. ST
doesnot provide anadditionalcapacitygain. The capacityof theidealschemdCS cannot beimproved
by ST atall.

Fig. 14 shavsthecapacitieof SCS,ST-SCS,DM, andST-DM. Sincetheachiezableratesfor SCSand
DM watermarkingarecomputechumerically thecorrespondingVNR.i; arealsoobtainedhumerically
It canbe foundthatfor SCS,WNRi;,scs ~ 0.01dB, andfor DM, WNR.i;,pm ~ 5.81 dB. Fig. 14
shavs alsothat DM canbe improved significantlyfor WNR < WNRit,pm, Wherefor SCSonly a
minor gainis accessibleNote that ST-DM performsworsethansimple SCSfor mostpracticalWNRs.

Also, thereis a constangainof about1.8 dB for ST-SCSover ST-DM in therangeof negatve WNRs.

C. SCswith State-of-the-ArChannelCoding

Repetitioncodingis known to be very inefficient. State-of-the-arerror correctioncodes,e.qg.,turbo
codes[36], outperformrepetitioncoding by far. Therefore,simulationresultsfor SCScommunication
usingturbocodingarepresentedn Fig. 15.

Fig. 15 shaws the minimum WNR i, for which codedSCSwatermarkinggivesBER ~ 107°. It
canbeobseredthatturbo-cded(TC) SCSperformsindeedcloseto the capacityof SCSwatermarking.
The codingresultsfor the coderatesR. = 1/2 and R. = 1/3 canbe translatedo lower watermark

ratesR via ST watermarking,which is indicatedby the straightlines. ST-SCSwatermarkingwith a



IEEE TRANSACTIONSON SIGNAL PROCESSINGVOL. XX, NO.Y, MONTH 2002 23

0 i |CS ] ‘ ]\ =
107 H ... pMm p/
] — SCS AN
~— ST-DM S S
— - ST-SCS N ]
*  WNRcrit,SCS | RO ‘ ‘
T 10 p| O WNRCHDM |y
5 SRR R RN R SR SRR RS SRR R R RN R RS RRERERE
O | NN A
=T S N A ]
@) ‘ e e
ICS _ ‘ Co ‘ A : ‘
102_1,.Ziji'iiii,5'555515555555231555555555552355555555555551555555555
DM ) O A A A S S SN DAL
scs ZZZZ.Z'ZZ}ZZ1ZIZZZZSZZZ1jZiijjiiii_jj1Zj‘jiijiijjjﬁiiiiiiiijﬁiiiiiiiij
ST-DM ..... PR FEPET TP, SR A ]
ST-SCS 10_3 1 1 1 1 1 1
-20 -15 -10 -5 0 5 10 15

WNR [dB]
Fig. 14. Performancémprovementby spread-transforrvatermarking.

coderate R. = 1/3 turbocodeseemdo be avery goodchoicefor low-ratewatermarkingf ary desired
ST length 7 is applicable. Fig. 15 shavs alsothat turbo-codedSCScombinedwith repetitioncoding
is lessefficient than ST-SCS.Neverthelessrepetitioncoding might be usefulin practicesinceit canbe
implementedn a very flexible way. Any receved dataelementr,, with embeddedvatermarkbit b,

increaseshe estimationreliability for b, Wherefor ST watermarkingall dataelements-, requiredfor

the computatiorof the projectionrF mustbeavailableto thereceiver.

V1. SCS STEP SIZE ESTIMATION

A practicallyimportantextensionof the simple AWGN channeimodelconsideredofaris a possible
constantamplitudescalingand DC offset. Further it might be of interestto adaptthe SCSquantizer
stepsize A to the characteristic®f the original data. In both casesa blind recever is confrontedwith
thedifficulty of finding the properquantizerstepsizefor SCSreception.Thereexist severalapproaches
to combatthis problem. The stepsize A could be relatedto somestatisticsof the original that canbe

estimatedohustly atthewatermarkdecoderA bruteforceapproactwould beto searctor thevalid step
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Fig. 15. Reliablecodedbinary (ST-)SCScomparedwith theoreticallimits. The measuredgoints indicatethe

minimum WNR for thata specificcodingtechniqueachievesBER ~ 10~5.

size A by attemptingto decoddteratively a valid messagevith differentpossiblestepsizes.Finally, we
discussherea specificstepsize estimationalgorithmwhich is basedon the analysisof histrogramsof
receveddatar with SCSwatermarkg5], [37].

Fig. 16 depictsan extensionof Fig. 1 wherethe attacler scalesthe watermarlkd datas by g (usually

g < 1) andintroducesadditive white Gaussiamoise(AWGN) v, with v ~ N (rogset, 02), thatis
r=gs +v=gx+w)+v. (27)

Ideally, therecever knows g andr,gse; andthuscompensatefor the DC offsetby subtracting gt and
compensatefor scalingby division by g (if g # 0). We characteriz¢he attackstrengthby the effective
watermark-to-noispower ratio WNR = 10log;,(g%02,/02) dB.

At therecever, aftercompensatiofor g andrgs.t, the extractionrule (12) canbe appliedto thesignal

r’. However, if no compensatiorior g andr.gse; iS applied,the propercodebookfor SCSwatermark
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Fig. 16. Watermarkcommunicatiorfacinganattackby amplitudescalingandAWGN with meanr et -

receptionis

N d
Z/{% (kn) = {un = (ln + En + kn) al, + Toffset

dn, € D,l, GZ}. (28)

Here,A, = gA isthescaledquantizerstepsizewhich hasto be usedfor SCSdetection.

We proposea techniquefor estimatingthe attackchannelparameterg and r g..; With the aid of a
securelyembeddegbilot sequencel o = 0 of length L;.¢. Securityis achieved againby embedding
the pilot dependenbn a securerandomkey sequencé, wherek,, € [0,1). Note that estimationof
A, = gA is suficient to enableSCSwatermarkreception. g canbe derved when A is known to the
recever.

Thekey ideabehindour methodfor theestimationof A, andrgset IS to analyzethe2-dimensionahis-
togramsof thereceved samples-, ;o andthe correspondingkey valuesk,,, whererpiio, = (70 pilot - - -
Tn,pilot - ..erﬂot_l,pﬂot) is the sequenc®f receved sampleswith embeddedpilot symbolsdp;e: = 0.
Thesufiix “pilot” is suppressedubsequentlginceonly pilot samplesareconsideredn this subsection.

Letp,« (r, k) denotethe 2-dimensionaPDF of the receved signalsamples,, andthe corresponding
key valuesk,. Here,IID signalsare consideredso that the sampleindex n can be neglectedin the
statisticalanalysis.

Fig. 17 shawvs examplesfor p,.x (r, k), whereincorrectkeys and correctkeys areassumedn the up-
per andlower plot, respectiely. Note thatfor illustration purposeghe stepsize A, in this exampleis
relatively large comparedo the hostsignal standarddeviation o,. Without knowing the correctk, no
structurein thewatermarkd signalis visible. Thereceved PDFresemble$asicallythe PDF of the host
datawhichis a Gaussiartistribution in the givenexample.However, computingp,.« (r, k) with the cor
rectkey k revealstheinherentstructurein thedatawith embeddedgbilot samplesp,.« (r, k) shawvs stripes
of high probability For fix k, the distancebetweenthe peaksof two adjacentstripesequalsthe step
size A, = gA (which givesA, = 10 in the shavn example). This structureappearsincethe relevant
guantizerstructurewithin SCSembeddings ditheredby the productk A.

In practice,p,.x (r, k) hasto be estimatedvia a 2-dimensionahistogram which requiresproperdis-
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Fig. 17. 2-dimensionaPDFsp,. (r, k), wherethe upperplot is valid for receptionwith anincorrectkey andthe

lower plotis valid for receptionwith the correctkey. Bright areasndicatehigh probability.

cretizationof thePDFvariableg(r, k). We describenereanestimatioralgorithmbasedn Ly, different
binsconsideredor thekey valuek. The one-dimensionatonditionalhistogramf the samples-, with

key k,, € K, areanalyzedseparatelywhere

1
K, :{k‘LU <k< Z+ } for v € {0,1,..., Lying — 1} andLy;nk > 1. (29)
bink bink

The Ly, conditionalhistogramswill shav local maximawith arelative distanceof A,.. The absolute

positionof thesemaximagivesan estimateof ryget -

A. ParameterEstimationBasedon Fourier Analysis

We introducea simplemodelfor the conditionalPDFsp, (r|k € K, ) of thereceved pilot elementsn
orderto motivatetheafterwardsdescribedestimatiorof rogs.;. Themodelis motivatedby theobsenration
that eachPDF p, (r|k € K, ) shavs local maximawith a distanceof A,. Let p, (r) denotethe PDF
of the receved signal samples,. It canbe assumedhat p, (r) reflectsmore or lessthe hostsignal

PDF (p, (r) = px (x)) if the embeddingdistortion and attack distortionis small relative to the host
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signalpower. An exactcharacterizationf p, (r|k € K, ) is notnecessaryor our purpose A suficiently

accuratanodelis givenby

- 2 1
pr(rlk € Ky) = p, (r|k € Ky) = pr (1) (l-l—'ycos (27rf0r—¢)0— (’U-I——))), (30)
Lingk 2
wherer is anappropriateconstaniwith 0 < v < 1. Themodelparameterg, and®, aredirectly related
to theunknavn parameterd\, andrqgeet. fo determineshedistancebetweertwo local maxima,and®,

determinegheir absoluteposition. The exactrelationships given by

1 2

fO = A_ and q)O = A_roﬁset = 27TfOToffset- (31)
r T

Fig. 18 depictsanexamplefor thegivenmodel. Thelocal maximaof theconditionalPDFsp, (r|k € K,)

with arelative distanceof A, = 10 areclearlyvisible.

0.06 T T
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Fig. 18. Total andconditionalPDFsof the receved pilot sequence Ly, = 3 differentrangesfor the key are

distinguished The exampleis for a Gaussiardistribution of r,,, andfor theparameterg\,. = 10 andr,gser = 0.

Theparameterg, and®, of themodelgivenin (30) have to be computedrom the given conditional
PDFsp, (r|k € K, ) andthegivenunconditionaPDFp, (r). Fourieranalysisis appropriatgor this task
sincefy and® arethefrequeny anda constanphasecontrikution of the cosinetermin (30).

For thewvth conditionalPDF the normalizedspectrumA,, sy is definedas

N B N)

-2 [ej(%ﬁ(w%))(s(fo C e iR mm ) s +f)] NG
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All Ly, spectracanbe combinedn anelegantway dueto the systematicallydifferentphaseat A, ( fo)
s 2w
and A, (—fo). The Ly spectrad, (f) aremultiplied by € Tvint  prior to their summatiorto an overall

spectrumA(f), thatis

Lying—1
bink o

) = A = Tk i) - ). 39)

v=0

Thus, for the modelgivenin (30), |A(f)| hasonly one peak,which is locatedexactly at the frequeng

2w

fo. Further ® = —arg{A(fo)} — ;=—. Note that the multiplication by ¢ Tvink IS superiorto a
s 27
multiplicationby e Toink v/ whichwould correspondo a shift of the differentconditionalPDFsby qu-J -

In thelattercasethe spectrum{ A(f)| would have anothempeakat f = — f, whichincreasesherequired
samplingintenal for the numericalcomputatiorof the conditionalPDFs.

TheexactPDFsof therecevedsignaldo notfit exactly to themodelgivenin (30). Furtherin practice,
thePDFsp, (r|k € K, ) andp, (r) canbeonly estimatedrom the L, pilot samples. This estimation
is obtainedfrom histogramswith Ly;,, binsthat cover the total rangeof all receved samples.Based
on thesehistograms A, (f) is computedat Lppr > Ly, discretefrequencievia alengthLppr DFT.
Here,a singlepeakin thespectrumA(f) cannotbe exptecteddueto estimatiorerrorsandtheinaccurag
of the model (30). Neverthelessfor Ly, sufficiently large, a dominatingpeak shouldoccur at fj.

Detailsof theoutlinedimplementatioraredescribedn [5], [37].

B. Estimationperformancefor different L;10¢

Theoutlinedalgorithmfor theestimationof A, andr.gse; IS dependenbn thefollowing setof param-

eters:
Lot - lengthof pilot sequence
Lyin, : numberof histogrambinsusedfor the pilot samplevalue
Lying  : numberof histogrambinsusedfor thekey value

Lprr : DFTlength
The estimationaccurag also dependson the WNR, andon the DWR. In this papey the estimation
performanceor differentpilot length L, is discussedor WNR = —10 dB,...,5 dB. Thisrange
for WNR covers the mostinterestingrangeof attack strengthsfor that SCS watermarkingmight be
useful. The DWR hasbeenfixedto DWR = 20 dB andthe remainingparametersare Ly, = 50,

Lprr = 1024, and Ly,;,, = 5. Experimentakesultsthat supportthis choiceof parametergregivenin

[5].
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Theinfluenceof thenumberL,;,;, of recevedpilot elementss studiedexperimentally For simplicity,
g = 1 andno offsethasbeenconsideredso that the estimatorshouldideally find A, = A, = A and

Pofiset = 0. FOr the evaluationof the estimationperformancethreedifferentfiguresof merit have been

used:
A \/E{(AT—AT)Z}
relatve errorof A, :  da, = A , (34)
relative errorof rofse; :  Orog., = vE {(fozset — 0)2}, (35)
r
relatve increaseof bit-errorprobability: 6, = E{ﬁl;%b_pb}. (36)
da, andé, . . effectively measurehe root of the meansquaredestimationerror relatve to the exact

stepsize A. Thesefiguresof merit have beenchosersincenot only the varianceof estimationerrorsis
important,but also a possiblebiasedestimate. The relative increaseof the bit-error probability py, for
uncodeddinary SCSreceptiorwith estimated, andrgset is givenby d,, . It is sufiicientto measurehe
expecteddifferenceof the bit-errorprobability sinceimperfectestimate\,, andr g canonly increase
the bit-error probability on average. p,, of uncodedbinary SCSis relatively high for the considered
WNRs. However, mary nenv parametersvould have to be introducedfor simulationswith codedSCS
communicationwhich would make a fair comparisonmore difficult. Further the increaseof p,, can
be considereda goodindicatorfor the effect of estimationerrorson codedcommunication. The free
parametersan be optimizedonly for a certainrangeof different WNRs where herethe focusis on
WNR = -5 dB to WNR = 0 dB. In particulartherelative increaseof the uncodederror probability
dp, shavs alocal minimumfor acertainWNR, sincefor large negatve WNRs, the estimationaccurag
is decreasedueto the strongnoise,andfor high WNRs, the absolutedecodingerroris solow thatarny
decodingerrorincreasesherelative decodingerrorsignificantly

In general,it is desiredto malke the pilot sequenceas short as possible,however, very short pilot
sequence$ead to an inaccuratePDF estimation,and thus to incorrectestimationsof A, and roset -
Fig. 19 shaws the estimationperformanceor Ly, = 250, 500, 1000, and2000. Fig. 19.(a)depictsia,
which describeghe relatve estimationerror of A,. For Ly, = 2000, da, decreasesionotonically
with increasingWNR, andis lower than1% for WNR > —3 dB. Shorterpilot sequencefeadto an
increasedelative estimationerror However, for someWNR, robust estimationis no longer possible
at all. Loweringthe WNR further introducesso much noiseinto the PDF estimationthat the largest

componenbdf the computedDFT spectrumappearsat ary randomfrequeny index 0 < [ < Lppr — 1.



IEEE TRANSACTIONSON SIGNAL PROCESSINGVOL. XX, NO.Y, MONTH 2002 30

10" . . 0.2

— Lpi10¢=2000
= LpilotZIOOO
0.15 —— Lpi10t=500 |4

S Loei=250

10
10° B
10 :
3 a
g 10 £
~© o o Mg 107 )
-2 i i.;‘-“:.g‘iﬁ
10 .’.'.;-’=.;-.=-§-§=" W
10° 10°

-5 0 -5 0
WNR [dB] WNR [dB]

(b) (d)
Fig. 19. Estimationperformancédor differentpilot lengthsLyiior (DWR = 20 dB, Lyin, = 50, Liink = 5).

For Lo = 250, this effect occursfor WNR < —1 dB. For Lyt = 500, aminimum WNR of about

-5 dB is required.Fig. 19.(b) depictsé which follows in generalthebehaior of da,. Theresulting

Toffset
relatve increaseof theuncodecerrorrated,, is shavn with linearandlogarithmicaxesin Fig. 19.(c)and
Fig.19.(d),respectiely. §,, increasesnonotonicallywith decreasingilot lengthL;.. Furtherit canbe
obseredagainthatfor somelow WNR the estimationalgorithmstartsto fail completely Nevertheless,

it is quite promisingthatevenfor Ly, = 500, 6, is lowerthan2%for all WNR > —5 dB.

C. EstimationBasedon SSPilot Sequences

Sofar, an estimationof the SCSrecever parameterd, basedon a knovn SCSwatermarkhasbeen
proposedHowever, it is alsopossibleto estimatethe scalefactorg, andthus A, = gA, with helpof an
additive spread-spectrur5S) pilot watermark.Here,we presentan analysisof the estimationaccurag
da,, asdefinedin Sec.VI-B, whenusingSSpilot watermarksandcomparetheresultwith thosefor SCS
pilot watermarks.

We consideragainthe attackchanneldefinedin (27). However, now, we assumeahatw is a pseudo-
noisesequenceflengthL,, = Lyt With zeromear\(ziglft wy, = 0) andpowerg?, = Lplﬂot Zﬁi“ft w2.

Throughouthis analysisan!liD hostsignalx andadditive noisesignalv is assumedothatx,, = x and
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v, = v, respectiely. w is known to the watermarkrecever sothatg canbe estimatedrom r basedon

thecorrelationc betweenr andw, thatis

Lyitot

1
TnWp.- (37)

Lot

¢ =
n=1

Theunbiasedestimatej of g derivedfrom ¢ is derved asfollows:

E{rn} = E{g(xn+wn)+vn}:gE{X}+E{V}+an (38)
Lpllot 1 Lpilot pllot
E{¢} = L > E{rn}wn = 7 > (GE{x} + E{v}wn + > wl
pilot n=1 pilot n—=1 pllot —
gE{X} + E{V} pllot Lpilot g Lpilot
= Z 3wl == 3wl =g, (39)
pllot pllot =1 pilot n—=1
0
E{c
g = (40)
i = = (41)

(41) describeghe estimationrule for g usingthe SSpilot watermarkw thatis known to the recever.
Next, thevarianceof g dependenon the pilot length L, is derived. For simplicity, we assumehatthe
hostsignalx andthe attacknoisev aremean-fredE {x} = 0, andE{v} = 0) sothatthe varianceof x
andw is givenby o2 = E{x?} ando? = E{v?}, respectiely. Thedervation of thevarianceVar{z}
is tediousbut not difficult sothatonly the mainstepsarepresentedhere:

2 2 2
gax+av02

E{e’} = (900)+ (42)
Lpiiot
Var(e} — E{e?}-E{e)2= LT o2 (43)
Lpllot
var{z] — Var{ ¢ } Var{¢} g*oi+oy  gPoifoy + aa/oa,. (a4)
02 (02 )2 Lpiloto'gv Lpilot

We obserethatVar{z} depend®nthe WNR viac2/02 andontheDWR via o2 /o2 Thetermo?/o?,
dominatesfor realistic DWRs about20 dB and WNR > —10dB. Further we obsere that Var{g}
decreasewith increasingpilot length L ;.

Fig. 20 compareghe achieved estimationaccurag using SS pilot watermarksand SCSpilot water
marksfor Ly, = 1000 and Ly, = 2000. Note thatthe estimationaccurag 4, for SSpilot water

markscanbe computedheoreticallyfrom Var{g} via

(45)

oa, =

\/E{(A"g“z} _ VETGA—B7 \/E{ 07 VarlE}
gA gA g
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Fig. 20. Estimationperformanceor Ly;1=1000 (left) and Lyii0;=2000(right). The performancefor SS pilot
watermarksand SCSpilot watermarkds comparedDWR, = 20 dB, Lyijnx = 3, Liin = 50). The experimental

resultsareaveragecbver 1000simulations.

The resultsshavn in Fig. 20 clearly demonstratehe superiorityof the estimationalgorithm basedon
SCSpilot watermarks.The adwantageof the SCSpilot watermarksstemsfrom the reducednfluenceof

host-signalinterferenceon the estimationaccuray.

VIl. INVERSE SCS

In someapplications,it is desiredto recorer the original signalfrom the watermarlked signal after
watermarkreception. Examplesareinformation hiding applicationsdealingwith medicalimages|38],
or multiple watermarkreception. In applicationsdealingwith medicalimages,the goal is mainly to
recover the original signalwith a minimum amountof distortion. In multiple watermarkreception the
interferenceof the first decodedwvatermarkon otherembeddedvatermarksshouldbe minimized. For
this, the alreadydecodedvatermarkis exploited to remorve the correspondinggmbeddingdistortionas
muchaspossible.

Perfectrecovery of the original signalmight be impossiblein mary practicalcasesg.g.,attacknoise
cannotbe removed in general.However, in somecasest is suflicient to producea signalthatis closer
to the original signalthan the receved signal. In this section,waysto invert SCSwatermarkingare
discussedln practice,therecever seesan attacled watermarled signal. Here,a simple AWGN attack
is consideredagain. For completenesthe noiselessaseis discussedirst. Throughoutthe section,it is
assumedhatthetransmittedsequencef watermarKettersd andthecorrectkey sequenc areperfectly

known, e.g., correctdecodinghasbeenperformed,which can be treatedwithout loss of generalityas



IEEE TRANSACTIONSON SIGNAL PROCESSINGVOL. XX, NO.Y, MONTH 2002 33

d = 0 andk = 0. The effect of possibleremainingbit errorsafter error correctiondecoding,and
thusimperfectknowledgeof d, is not investigated.However, it is obvious that for low bit-error rates
the influenceof the incorrectinversemappingappliedto thosesampleswith incorrectlyreceved dither

samplesi,, ontheoverall quality improvementby inverseSCSis negligible.

A. InverseSCSin theNoiselesase

In the noiselesgase thewatermarkdecoderecevesthe signalr = s. In this case the deterministic
embeddingrocedureanbeinvertedperfectly With y,, from (12)thehostsignalz,, canbereconstructed

with the next valid SCSCOdebOOlentry
= QA Al =2+k +A = +k (46)
Tqn Tn — _D n _D n

Yn
_a.

by

(47)

Tp = Tq7n — 1

The perfectinvertibility of SCSis aswell illustratedby theinput-outputcharacteristiof SCSembed-
dingfor « = 0.6, d,, = 0, andk,, = 0 shavnin Fig. 3. Theinput-outputcharacteristiof SCSembedding
is astrictly increasingunctionsothattheinversemappingin the noiselessaseexists. Thisinversemap-

ping is obtainedby mirroring the input-outputcharacteristiof SCSembeddingat that for the identity

mappingz,, = s,.
B. InverseSCSafter AWGNAttadk

Inversionof SCSwatermarkingaftertransmissiorover an AWGN channelis considered Contraryto
thenoiselesgasejt isimpossibleto reconstrucs from therecevedsignalr evenwith perfectknovledge
of d becausehe transmittedvalue s,, dependslsoon the original signalvaluez,, thatis notknown to
therecever. Consequentlyit is impossibleto recorer the hostsignalperfectly howvever, onecanat least
try to find an estimatex sothatfor the distortionholdsD (x,%) < D (x,r), wherethe MSE distortion
measures adopted.In the following, it is assumedhatthe channeoiseo? is smallerthanor equalto

. f 2
the n0|sevar|anceavﬁdesign

for whichthe SCSwatermarkhasbeendesigned.

B.1 Estimationof the Original Signal

The minimum mean-squaredrror (MMSE) estimatez,, of the original signalsamplez,, shouldbe
derived for eachrecevved sampler,,. 11D signalsareassumedso thatthe sampleindex n is suppressed

in the following. With help of the known key sequencesamplek and knowvn watermarkletter d, the
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A A
755)

deviationy € [— from the next valid SCScodeboolentryr, is givenby

Yy=rg—T, (48)

For AWGN attacks,the mostlikely correspondingjuantizedoriginal signalsampleis r,. Thus,the
MMSE estimatez is

#(rq,y) = argmin E, ;) {(z: — x)*}

Tt€

= rg— argmin E, ;) {(rg — 4 —x)*}

@E[-2,2)
= 'rq - Q(TQ7 y)a (49)
wherer, is nolongerconsideredavithin theminimization,andg(rg, y) € [—%, %) hasto be chosersuch

thatthe MSE E,, (5, { (& — x)?} is minimized. Straightforvard analysisshavs that §(ry,y) hasto be
computedoy

o0

i(r4:9) = Epom {3} =1 = [ ape(alr =1y —y) dz =, (50)

—00
Thus, to solve the estimationproblem, the conditionalPDF p, (z|r = r, — y) mustbe known. It is
assumedhatp, (z|r = r4 — y) isindependentrom r,, which is approximatelyvalid for AWGN attacks

andan almostflat PDF p, (z) in the rangeof one quantizationintenal, e.g.,fine quantization,so that

4(rq,y) = ¢(y). Thus,the randomvariabley with supportin [—%, %) is introducedand the PDF
px (z|r = rg —y) = px (z|y = y) is consideredn thefollowing.
First,Bayes’ruleis appliedwhichyields
_ v Px(@)py (y = ylx = z)
px (zly =vy) = , for —c0 <z < 00. (51)

Next, p, (y = y|x = ) hasto be computed. Due to the quantizationinvolved in the embeddingpro-

cedure,an elegantclosed-formof p, (y = y|x = z) doesnot exist. Anotherdifficulty is the unlimited

supportof therandomvariablex. However, it turnsoutthat, for o2 < ag,design andry = 0, asufficiently
imatiori i ideri 3A 3A
accurateapproximatioris obtainedoy consideringonly z € [—-=7, 55).

With this approximationtheassumptiorof white Gaussiarattacknoisev of power o2 andthenumeri-
calrepresenatioof p, (y|d), (51) canbeevaluated)eadingto anumericalrepresenatioof p, (z|y = y).
Applying theseresultto (50) yieldsthedesiredestimatej(y). For illustrationpurposeFig. 21 depictsthe
PDFsof y andtheresultingg for WNR = WNR gesign = 0 dB.
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Fig. 21. PDFsof receved extracteddatabeforeand  Fig.22. Distortionimprovementfor inverseSCSmap-
afterinverseSCSmapping(WNR = 0 dB) ping after AWGN attackwith o7 = 07 jegien/4-

B.2 AchievableDistortion Reduction

Finally, theachieved distortionimprovementis investigated Theimprovementis measuredh termsof
thedifferencebetweerthe DAR (document-to-attackower ratio) before(DAR,.) andafter(DAR;) the

mappingwhichis givenby

D (x,r)
DARimp = DAR; — DAR, = 10log;, D (x,%) dB. (52)

Unfortunately the resultfor WNR = WNRgesign IS ratherdisappointingwith a maximal distortion
improvementof DARimp max = 0.04 dB. This value hasbeenobtainedvia simulationsandnumerical
evaluationof E, ) {(Z — x)?}. Obviously, the optimal quantizerstepsizein SCSis suchthat, after
AWGN attacks,the watermarkembeddingdistortionis no longerinvertible. Fig. 22 depictsthe same
resultfor the caseof the SCSquantizerstepsize designfor a noisepower being6 dB above the given
channelnoisepower. In this case the maximumdistortionimprovementis about2.2 dB. Althoughthis
improvementmightbeof interestin practicejt isimportantto emphasizéhatsuchanimprovemenitcould
be obtainedonly for very mild channekonditions.Notethatthedependencof DAR;m, onthe WNR is
dueto thevariablechoiceof A dependingpnthe WNR.

It hasto be concludeathatthe inversionof SCSwatermarkingafter AWGN attacksis practicallyim-
possibleor atleastinefficient. Neverthelessthe derivedinverseSCSmappingmight be useful. Suppose
the owner of a signalstoresonly the SCSwatermarkd versionanderaseghe original. In this case the
SCSwatermarkmight be designedor strongrobustnessthatis, low WNRs. However, evenwithout an

explicit attack,thewatermarkd signalis slightly distorteddueto quantizationwhich mightoccurwhen
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storingthe data. This quantizationcanbe approximatedy low-power noise. In sucha scenariothein-
versescalingderivedfor the noiselescasemight be not appropriatebut the MMSE estimationremaoves

agooddealof thedistortionintroducedby the SCSwatermarkasdemonstrateth Fig. 22.

VIIl. CONCLUSIONS AND OUTLOOK

Information embeddingnto IID original dataand an attackby AWGN hasbeeninvestigated. The
decoderhasno accesdo the original data. This scenariocanbe considereccommunicatiorwith side-
information at the encoderfor that a theoreticalcommunicationschemehasbeenderived by Costain
1983.1In this paper a suboptimalpracticalversionof Costas schemenasbeenstudied.The nev scheme
is named‘scalar Costascheme(SCS)dueto the involved scalarquantizationduring encodingandde-
coding.A performanceomparisorof differentblind watermarkingschemeshavs thatSCSoutperforms
therelatedDM techniquedor low WNRs andperformssignificantlybetterthanstate-of-the-arblind SS
watermarkingfor the relevantrangeof WNRs. The latter resultis mainly dueto the independencef
SCSfrom thecharacteristicef theoriginal signal. SCScombinedwith codedmodulationachieresarate
of 1 bit/elementat WNR > 8.3 dB, whichis within 1.6 dB of the SCScapacity For WNR =~ 1.5 dB,
SCScommunicatiorwith rate1/3turbocodingachi&zesBER < 1075, For lower WNRs, SCSshouldbe
combinedwith thespread-transforrST)techniquesothatSCSoperate&ffectively ataWNR ~ 1.5 dB.

Two furthertopicsthat arerelevant for the usageof SCSin practicalinformationhiding systemsare
investigated.Theseare the robustnesdo amplitudescalingon the watermarkchannelandthe removal
of watermarkembeddinglistortionby authorizedparties. Rolustnessagainstamplitudescalingcanbe
achievedvia robustestimatiorof theproperSCSquantizestepsizeatthereceverasdescribedn Sec.VI.
In Sec.VIl, it is shavn thatthe reductionof watermarkembeddingdistortionis possiblefor low attack
noise.

TheperformancejapbetweerSCSandICS hasto bebridgedby constructingnorecomplicateccode-
booksand by extendingthe embeddingand detectionrule to non-scalaroperations. Researchin this
direction hasbeenstarted,e.g., by Chouet al. [18]. However, SCSmight still remainan attractve
techniqueor mary informationembeddingapplicationsdueto its simplestructureandhostsignalinde-

pendentdesign.
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